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ederal, state and local governments have access to incalculable
amounts of data to manage
programs; improve operations;
fight fraud, waste and abuse; and
better serve citizens. Whether data
is generated in house or available
externally, consider:
Data is exploding. In 2014, it was
estimated that 90 percent of the
world’s data had been produced
within the previous two years.1
As much as 80 percent of data is
unstructured.2 Today’s ability to
analyze unstructured data is a
game changer.
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The federal government operates
224 core data centers, with an
additional 10,000 non-core data
centers.3 Although efforts are
underway to close approximately
half of the non-core data centers,
the amount of computing power
and storage at the remaining
centers is staggering.
Data.gov, the federal government’s open government data
repository, includes more than
150,000 data sets available for
public analysis.4 In just the last
two years since June 2015, the
number of data sets has tripled.5

The federal government is
projected to spend more than
$89 billion on information
technology (IT) and IT-related
projects in fiscal year 2017.6
Cost of data storage is estimated
at $25 per gigabyte of data.7
This can be an appreciable,
yet somewhat hidden cost to
an organization.
Governments and companies will
spend more than $203 billion by
2020, compared to $130 billion in
2016, on managing, interpreting
and analyzing available data.8
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Figure 1. Data Lifecycle
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With the tremendous expansion of
all types of data available to governments — from data on traffic patterns
to information on key economic trends
to national security intelligence — and
a dramatically increased ability to use
this data to manage government, it begs
the question: Do we have, and are we
protecting, the right data? The financial
cost of over-protecting low-value, lowquality data can be high if all data is
treated equally in terms of retention
and safeguarding. Similarly, we’ve seen
the high national security and publicimpact cost of under-protecting highly
sensitive data. This article addresses
the importance of adopting effective
and efficient data governance practices,
addressing the reliability of protected
data, and ensuring the proper balance
of resources used to maintain and
protect data that is not useful.

WHAT DATA ARE YOU
PROTECTING?
Leading organizations have a
handle on what data they have, its
quality, and how it’s being used
and protected. They value reliable,
relevant and timely data as a critical
mission asset. Leading data governance actions include:
Standing-up a robust chief data
officer function: In leading
organizations, the role of a chief
data officer (CDO) is essential to
governance by helping ensure

data is properly managed and
categorized.9 Data management
isn’t just a function of the chief
information officer (CIO),
but permeates the entire
organization. Governments are
under-served if they appoint a
CDO as an ancillary duty on
the shoulders of already busy
executive leaders, or if they place
a CDO deep within the CIO
organization. Ideally, the CDO
is a full-time function, properly
staffed with a healthy mix of data
policy professionals and data
scientists, and viewed as a peer
to other C-level executives within
the organization. In leading
organizations, CDOs don’t own
data, its use or its security, but
serve as catalysts and facilitators
for good data and its protection.
Everyone is critical to developing
and protecting high-quality data.
Those who own, use and rely
on data serve on the front lines,
supported by the CDO.
Establishing a data governance
strategy: Engage internal stakeholders, such as the agency
head, senior political and career
leadership, program managers
and the inspector general, as
well as external stakeholders,
including service providers,
contractors, legislators, citizen
and public advocacy groups,
other levels of government and
the media. Establish the agency’s
overall commitment to sound

data creation, reliability, availability, transparency, privacy,
retention and protection. Embed
this commitment in strategic
planning and oversight.
Support data governance
through (1) clear roles and
responsibilities; (2) well-designed
policies and procedures; (3) factbased trade-offs; (4) oversight
and monitoring, including
benchmarking; (5) education;
(6) open communications; and
(7) continuous reevaluation.
In doing so, be highly cognizant of the potential for insider
threats of data manipulation and
improper disclosure, with the
Edward Snowden and Chelsea
Manning cases serving as
poignant reminders.
Inventorying and cataloging data
assets: Leading organizations
actively inventory all their data
sets — both current and planned.
They then catalog these data sets
based on characteristics, such as
reliability, sensitivity and use.
It’s critical to understand what
data exists; but just as important,
understand the risks that influence the levels of protection of
that data.
Data assets are often categorized
based upon potential damage if
the data is lost, stolen, compromised and/or released. Tiers for
ranking potential damage may
include (1) non-sensitive data,
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available to the public; (2) nonsensitive data, for internal use
only; (3) sensitive data, such as
personally identifiable information
or personal health information;
and (4) highly protected data,
such as data relating to national
intelligence and security threats.
Managing data across its lifecycle:
A leading practice is to establish
policies and procedures that
recognize data through the
different stages of its lifecycle,
depicted in Figure 1.
Engagement between the
CDO and data process owners,
and robust data governance
practices facilitate the ability
to (1) capture relevant and
useful data; (2) organize data
into a structured data set;
(3) utilize data in furthering
agency missions and programs;
(4) manage data in an archived
status for research or comparison
to trends in current data sets; and
(5) identify data for destruction
when it’s no longer needed,
and in accordance with records
retention laws and policies.10

ARE YOU USING AND
PROTECTING GOOD DATA?

12 percent: poor or lack of
planning

Leading organizations depend
on data to oversee and improve
programs, operate more efficiently
and ef fect ively, and prov ide
insights on key trends and metrics.
They recognize the importance of
mastering the most fundamental
element of any data and analytics
initiative — capturing reliable, relevant and timely data. Poor underlying
data can lead to misleading analytics,
erroneous conclusions, and bad
policy and decision-making.11
A 2015 Governing survey12 of state
officials and managers identified that
data quality issues were widespread,
with 69 percent of those responding to
the question stating they “frequently”
or “often” encountered data problems,
and no one answering “rarely.” The
survey respondents identified these
major causes of data quality problems:

10 percent: data entry issues,
including a lack of data definitions and structure

17 percent: technology limitations
14 percent: management issues,
such as apathy, and lack of
supervision and accountability

11 percent: lack of training

9 percent: inadequate controls
7 percent: data-sharing and
collaboration problems,
including siloed systems
The survey found that most data
problems are in program management systems rather than financial
accounting systems. Among the
program management agencies
with data problems, social services
and economic development ranked
highest in the Governing survey. One
state deputy controller observed
that accountants are “trained in a
discipline that places a high value on
peer review, internal controls, [and]
edits checks,” but that this discipline
is typically lacking among program
administrators and staff outside
of the chief financial officer (CFO)
organization.13
Leading organizations turn data
into insight, driving high-quality decision making. While data continues
to rapidly expand, the increased
ability to use the data drives the
future. Analytics provide structured
insight, allowing for quicker and more
detailed assessments that empower
decision-makers in ways never before
possible. There’s so much data available that, without advanced analytic
tools, it can be like drinking from a
fire hose. Analytic capabilities span
core technologies, such as rules
engines and workflow to artificial

There’s so much data
available that, without
advanced analytic tools,
it can be like drinking
from a fire hose.
Copyright 2017 Association of Government Accountants. Reprinted with permission. All rights reserved. NDPPS 711888

FALL 2017

JOURNAL OF GOVERNMENT FINANCIAL MANAGEMENT 15

intelligence and machine learning
supporting cognitive learning. This
presents a spectrum of opportunities to process super data sets and
apply evidenced-based learning in the
context of predictive analytics and
hypothesis generation.14
Analytic tools can do wonders, but
the adage “garbage in, garbage out”
still applies. Governments need to not
only understand the quality of their
own data, but the quality of external
data being used as well. An example
is using advanced analytic tools in
the fight against improper payments,
where data sets may be located across
the federal government, as well as
among state and local governments,
contractors, and other stakeholders.15
Here are seven leading practices to
help assess and improve data quality.
1. Assess the data source: Data
generated from internal sources
or from third parties pose

Data-driven policy
and decision making
can increase the
public’s confidence in
government, improve
service delivery, and
allow governments
to tailor policies and
programs to directly
affected constituents
or the most at-risk
populations.

different challenges in assessing
data quality. Understanding
the source of your data, and
which internal or external key
stakeholders to engage with,
is necessary to best leverage
data and make improvements
where there are data shortfalls.
Understand data flows and the
controls in place to help ensure
a high level of data quality.
2. Communicate the importance of data
quality: In leading organizations,
staff understand the importance
of data quality and the pitfalls
when data is not of a high
quality. Identify the data that
directly influences your analysis
or conclusions. Communicate
the importance of this information to internal and external
stakeholders responsible for data
input. To reiterate, the ability to
capture and analyze unstruc-

tured data is a game changer.
At the same time, the ability to
capture vast amounts of nonstandard data comes at a cost
of ensuring data quality across
a much broader landscape.
3. Engage everyone in the fight for good
data: Train your front-line workforce and their supervisors how
to spot bad data. Demonstrate
the importance of good data
through examples of how it helps
improve government, such as
positively impacting the citizen
experience in interacting with
government.
4. Leverage technology to drive data
quality: Leading organizations
leverage advanced analytics to
identify and resolve data quality
issues, especially focusing on
data having the most impact.
This becomes even more important as the volume, velocity
and variety of data continues to
grow. The amount of data is so
enormous that advanced analytic
tools provide the only realistic
means of analysis. Similarly, the
enormity also drives the use of
these tools to help ensure data
quality. Using built-in edit checks
and selecting from structured
lists of options, rather than
allowing users to enter free-form
text, are common first steps,
but only scratch the surface.
Enabling technology tools will
only become more sophisticated
as a means to drive data quality,
and are a staple of leading
organizations.
5. Review data input processes:
Conduct periodic testing of data
input processes by comparing data
in the system to source records;
again, leverage advanced analytic
tools. Use the testing results as
a key metric in individual or
organizational performance
evaluations of those responsible
for maintaining the data. The
ability to review data developed
by organizations outside the
government offers different
challenges. Where possible,
leading organizations work

Copyright 2017 Association of Government Accountants. Reprinted with permission. All rights reserved. NDPPS 711888

16 JOURNAL OF GOVERNMENT FINANCIAL MANAGEMENT

FALL 2017

Figure 2. Four Dimensions of Assessing Data Usefulness

01

TIMELY
Data should be timely to help make informed decisions. Delays in input processes, or internal
barriers to sharing information within and between levels of government, reduce its usefulness.

02

TARGETED
Data should be at the level of precision necessary to impact decision-making. Having summary-level
data without the underlying data sets may impact the ability to spot trends and anomalies quickly, in
order to adjust government programs to deal with changing demands or economic forces.

03

ACTIONABLE
Data should have an impact on activities or outcomes. If the data is not actionable, it cannot
assist in adapting programs and operations to meet dynamic citizen requirements.

04

RELEVANT
Data should be tied to the result or performance measure an organization or program is trying to
achieve. Having input data, such as program eligibility information, or output data, such as number
of citizens impacted by the program, can be key drivers for informed decision-making.

closely with these organizations
to understand their processes to
address data quality and share
lessons learned. When this isn’t
possible, they look for secondary
sources that may address data
quality, such as outside reviews
and evaluation studies.
6. Link data to other data sets:
Improve data interoperability by
linking data between different
systems. Data errors are detected
more readily when compared to
a complementary data set. Find
ways to break down data silos by
linking data and by investigating
gaps.
7. Engage a third party: If your
organization doesn’t have
in-house capability, use a third
party steeped in data assessment
and application of advanced
data analytic tools, such as the
inspector general, or independent public accounting and

management consulting firms,
to help evaluate the quality and
reliability of key data. The goal is
to have insight into the strengths
and weaknesses of data quality
and reliability processes, leading
to high-quality data.

ARE YOU PROTECTING DATA
THAT’S VALUABLE?
Not all data is created equally.
Although data can be plentiful in any
organization, establishing what data
is useful to your mission and decisionmaking processes is an important
factor in deciding how much to spend
in developing, maintaining, storing
and protecting specific information.
Organizations may find they have
too much data, while lacking key
information.
Useful data can profoundly impact
the way government operates.

Data-driven policy and decision
making can increase the public’s
confidence in government, improve
service delivery, and allow governments to tailor policies and programs
to directly affected constituents or
the most at-risk populations. Think
of it as adding greater value by
(1) providing predictive intelligence
and trend analysis by looking to the
future and seeing around corners;
(2) pinpointing anomalies to help
prevent and detect fraud, waste and
abuse; (3) targeting areas of highest
value or risk for increased scrutiny;
(4) staying in front of issues as they
evolve; and (5) shifting the audit
paradigm by having management
use common audit tools, such as
data mining, to identify and address
anomalies because, after all, management and not the auditors own the
information.16
Leading organizations assess data
usefulness along four dimensions, as
depicted in Figure 2.
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CLOSING THOUGHTS
Like any asset, data must be
created, managed and maintained.
It also needs to be reliable, relevant
and timely, to be useful. There’s so
much data today that leading organizations keep their finger on the pulse
of what’s available, how it can be used
and the available enabling analytic
tools. Governments face fiscal17 and
service delivery challenges for which
the ability to fully leverage data can
be a game changer.
Effective data governance practices — including continually evaluating the reliability and usefulness of
data — can increase the odds that the
right data is being maintained, used
and protected, and that resources are
not wasted on irrelevant or simply bad
data. Also, through advanced data
analytics, leading government organizations can turn data into powerful
insights to manage programs and
operations, and enhance the citizen
experience, while helping ensure data
quality and protection.
The 2012 World Economic Forum18
declared data to be an economic
asset like currency or gold. Come
to think about it, perhaps this
has always been the case. In the
words of founding father President
Thomas Jefferson: “Information is
the currency of democracy.” So, treat
data like currency or gold to serve
the American public and our nation’s
democratic ideals.
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