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Executive summary
We face a perilous cyber world that threatens our national
security and way of life. We are in the cross hairs of
criminals who have the opportunity and means to attack
at anytime from anywhere. This is not hyperbole but
represents the seriousness of the risk to our national
security, health, safety, prosperity, and fundamental
freedom. Cyber risk has gone far beyond simple criminal
identity theft to orchestrated cyber attacks by other
nations, cyber-terrorists, and organized crime. The
stakes and risks continue to exponentially grow with the
continued explosion of information through advanced
information technology (IT) systems and the sophisticated
tools available to hackers.
On May 11, 2017, President Trump signed Executive Order
(EO) 13800, Strengthening the Cybersecurity of Federal
Networks and Critical Infrastructure. The EO broadly attacks
cybersecurity across three interrelated aspects to provide a
national approach: (1) federal networks, or how the federal
executive branch safeguards its own IT systems; (2) the
federal government’s leadership role to identify and support
cybersecurity of critical infrastructure at greatest risk
across all levels of government and all sectors of business;
and (3) national implications of cybersecurity that transcend
federal networks and critical infrastructure so the Internet
remains valuable to future generations.
The President has made clear the responsibility
and accountability of each federal agency head for
cybersecurity. In calling for various assessments, plans
and actions, EO 13800 strives to put in place a modern
framework for cybersecurity. It builds on ongoing
initiatives and leverages existing standards, such as
The Framework for Improving Critical Infrastructure
Cybersecurity, issued by the National Institute of Standards
and Technology (NIST).
We offer the following perspectives on implementing EO
13800 based on leading practices.
—— Build a foundation for success through a business
transformation that is lasting and can be adapted to
ever-changing cyber conditions. Viewing EO 13800
as a series of compliance requirements that just
build on previous requirements simply is not a recipe
for success.

—— Do not assume technology is the “silver bullet.”
While new technologies and capabilities are critical for
cyber programs and initiatives, the basic foundation will
continue to be governance, policies and procedures,
training and awareness, and strong configuration
management and access controls. For example,
training and awareness efforts continue to be an
important preventive control for helping address e-mail
phishing, a leading cyber vulnerability.
—— Drive transformation through the agency head,
which cascades commitment, understanding, and
responsibility so the entire organization is engaged and
everyone views cybersecurity as their responsibility.
In leading organizations, while the chief information
officer and the chief information security officer serve as
valuable facilitators and technical resources, everyone
owns cybersecurity, starting at the absolute top.
—— Maintain a risk management approach to drive the
identification and ranking of cyber risks, considering
likelihood and impact, balanced against the level of
cyber risk the agency is willing to accept. In doing so,
address risks along a continuum of prevent improve,
detect, and respond. While prevent, the first and best
line of cyber defense, is not always possible, and
perhaps never fully possible, an agency can improve to
reduce the chances of serious problems; detect to know
as early as a possible that a problem has arisen; and
respond to recover and reduce the impact of the risk to
an acceptable level.
—— Continually monitor risks and results, including
cybersecurity problems identified in other organizations.
This will help ensure the right balance remains between
risk and reward and will facilitate timely response
and accountability.
—— Embed good cybersecurity hygiene in routine
day-to-day management of critical information
assets and infrastructure, recognizing the continual
importance of cybersecurity to achieving missions and
protecting the public interest. Leading organizations
make cybersecurity a common component of the
organizational culture.
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—— Align cybersecurity to business priorities and
initiatives, such as strategic and budgetary planning
to further reinforce how integral cybersecurity is to
accomplishing mission programs and operations.
—— Move to shared services and cloud-based
capabilities, which can provide additional benefits,
such as cost savings. However, it is critical these
transitions are supported by a strong organizational
governance process that includes detailed contracts and
service-level agreements (SLAs) with service providers.
Further, federal agencies need to ensure that service
providers have the appropriate security controls in
place, as guided by the Federal Risk and Authorization
Management Program (FedRAMP), NIST Special
Publication 800-171, Protecting Controlled Unclassified
Information in Nonfederal Information Systems and
Organizations, and American Institute of Certified
Public Accountants (AICPA) Statement on Standards for
Attestation Engagements (SSAE) No.18 and Reporting
on an Entity’s Cybersecurity Risk Management Program
and Controls – Attestation Guide.
—— Work with other levels of government and the private
sector to promote and adopt leading practices, such
as the SANS Critical Security Controls, to protect
the nation’s most critical infrastructure through joint
understanding, common frameworks, transparency,
incident response capabilities, collaboration,
and partnerships.

Whether robotic process automation, advanced
process automation, or cognitive automation (think of
IBM’s Watson and driverless cars), this game changing
technology will redefine and increase the cybersecurity
stakes.1 It is critical these automation efforts also
include effective and well-tested security controls for
the new technology, such as governing the deployment
of “bots,” as well as countering botnet attacks
commonly used by cybercriminals, such as the recent
WannaCry and NotPetya ransomware attacks.
An underlying theme of EO 13800 is collaboration,
cooperation, and consensus building within and across
federal agencies, state and local governments, the private
sector, and citizens in the United States as well as globally
with other nations. This will be a difficult undertaking
absent strong and continuing leadership and everyone in
the boat rowing hard in the same direction. Whether it be
the Manhattan Project that changed the course of World
War II, or the NASA Space Program that put a man on the
moon, time and time again over the nation’s rich history,
the United States and its people have demonstrated their
ability to come together for the common good and meet
the most difficult challenges when the stakes are high. In
implementing EO 13800, remember the words of Henry
Ford: “Coming together is a beginning; keeping together is
progress; working together is success.

—— Build a first-class national cyber workforce across
all government levels and business sectors. At the
same time, ensure the entire workforce understands
the context and what they personally need to do
to adequately safeguard data assets and critical
infrastructure and to identify threats.
—— Focus on insider threats, with Edward Snowden
and Chelsea Manning poignant reminders of what
can go wrong.
—— Navigate the movement to intelligent automation
to help understand and mitigate new and emerging
risks. Enabling technology will be a major driver
in transforming the management of the federal
government, as well as all sectors of society.

“Demystifying intelligent automation – The layman’s guide to the spectrum of robotics and automation in government,”
by David B. Kirk, PhD, and adapted for the government environment by Kirke Everson and Jeffrey C. Steinhoff, KPMG
Government Institute, May 2017.
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Introduction
Our dependence on information technology (IT) is so
extensive and the ability to disrupt our critical cyber
infrastructure is so pervasive that protection from the
cyber attack has become a national priority. From a
survey of executive-level federal government officials
and contractors: “The reality that cyber attacks once
considered preventable are now regarded as inevitable
has long been understood and acknowledged by cyber
professionals, but this is just now reaching the masses due
to media coverage of high-profile breaches in recent years.
The increased public scrutiny has added to the federal
government’s enormous task of defending itself against an
infinite number of attackers.”2
From the security director of a civilian federal agency:
“The playing field is tilted in favor of the adversary. To
alter this reality, a fundamental shift is required in how the
government approaches cybersecurity.”3
Recognizing the imperative for the federal government
to lead in cybersecurity, on May 11, 2017, President
Trump signed Executive Order (EO) 13800,
Strengthening Cybersecurity of Federal Networks
and Critical Infrastructure.4

“To ensure that the Internet
remains valuable for future
generations, it is the policy of
executive branch to promote
an open, interoperable, reliable,
and secure internet that
fosters efficiency, innovation,
communication, and economic
prosperity, while respecting privacy
and guarding against disruption,
fraud, and theft. Further, the
United States seeks to support
the growth and sustainment
of a workforce that is skilled in
cybersecurity and related fields as
the foundation for achieving our
objectives in cyberspace.”
– (EO 13800, Section 3(a))

EO 13800 defines cybersecurity broadly to comprise
“the full range of activities undertaken to protect IT and
data from unauthorized access and other cyber threats,
to detect anomalies and incidents adversely affecting IT
and data, and to mitigate the impact of, respond to, and
recover from incidents. Information sharing facilitates and
supports all of these activities.” Cybersecurity concerns
cross all levels of government, all industries and sectors,
not-for-profit and academic institutions,5 and every citizen.
Cyber risks go far beyond securing e-mail servers, business
systems, social media, mobile and digital devices, and
cloud services. They encompass the Internet of Things,6
smart grids, software robotics, intelligent systems, and
wearables. Almost every facet of daily life faces risk
from cyber attackers who threaten our national security,
economic prosperity, health, safety, and freedom.
Cybersecurity has been on GAO’s High-Risk list since 1977.7
Having aged-legacy IT systems, the federal government
is particularly vulnerable, with GAO citing over 1,000
open cybersecurity recommendations in its 2017 report.
For example, the ability to counter cyber risks can be
limited when agency IT systems use software that is no
longer supported by the developer or when employees
and stakeholders simply do not adhere to fundamental
protocols for good cyber hygiene.
As stated in EO 13800: “The executive branch has for
too long accepted antiquated and difficult-to-defend
IT.” While emphasizing the importance of mitigating
known cyber vulnerabilities, the EO extends beyond the
present to address the need for planning IT maintenance,
improvements, modernization, and training to be prepared
for what will be continuing new cyber risks.

“The State of Cybersecurity from the Federal Cyber Executive
Perspective, (ISC)2 and KPMG, May 19, 2016.

2

3

Ibid.

4

https://www.gpo.gov/fdsys/pkg/FR-2017-05-16/pdf/2017-10004.pdf.

“Getting schooled – Identity and access management,” KPMG LLP,
April 2017.

5

“The Internet of Things refers to the technologies and devices that sense
information and communicate it to the Internet or other networks and,
in some cases, act on the information.” (U.S. Government Accountability
Office (GAO) Technology Assessment, “Internet of Things – Status and
implications of an increasingly connected world,” GAO-17-75, May 2017.)

6

“HIGH-RISK SERIES – Progress on Many High-Risk Areas, While
Substantial Efforts Needed on Others,” GAO-17-317, February 2017.
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The E-Government Act of 20028 recognized
the importance of IT to the nation’s economic
and national security interests. Title III of the
E-Government Act is the Federal Information
Security Management Act of 2002 (FISMA), which
was amended by the Federal Information Security
Modernization Act of 2014.9 FISMA “requires
each federal agency to develop, document, and
implement an agency-wide program to provide
information security for the information and
systems that support the operations and assets of
the agency, including those provided or managed
by another agency, contractor, or other sources.”10
The 2014 amendment addressed evolving
cybersecurity concerns, such as strengthening
the use of continuous monitoring systems and
increased focus on the impacts of cybersecurity
incidents.

Federal
Networks
Section 1

EO
13800
Critical
Infrastructure

Cybersecurity
for the Nation

Together with the Paperwork Reduction Act
of 199511 and the Information Technology
Section 3
Section 2
Management Reform Act of 1996 (Clinger-Cohen
Act),12 FISMA requires a risk-based approach to
cybersecurity. Implementation is supported by
Office of Management and Budget (OMB) Circular
A-130, Managing Information as a Strategic
Resource.13 OMB Circular A-130 recognizes the
critical importance of managing “information systems in
a way that addresses and mitigates security and privacy
As shown in Figure 1, EO 13800 is structured around
risks associated with the new information technologies
three sections or themes, which are interrelated and
and new information processing capabilities.”14 Also, EO
reinforce the role of the federal government as the national
13800 utilizes EO 13636, Improving Critical Infrastructure
cybersecurity leader.
Cybersecurity, and Presidential Policy Directive-21, Critical
We will now explore all three sections of EO 13800:
Infrastructure Security and Resilience, which require
In each section, we will include our perspectives on
executive agencies to identify critical infrastructure entities
implementation challenges and leading practices. These
15
and provide support. See Appendix 1 for a summary of
discussions will be followed by our final thoughts. In
the requirements.
Appendix 2, we include a time line for the required actions
under EO 13800.
8

Public Law 107-347, December 17, 2002.

9

Public Law 113-283, December 18, 2014.

10

See http://csrc.nist.gov/groups/SMA/fisma/overview.html#background.

11

Public Law 104-13, May 22, 1995.

12

Public Law 104-106, February 10, 1996.

13

July 28, 2016.

“Seizing the opportunity – Protecting information from cyber attacks through OMB Circular A-130,”
KPMG Government Institute, November 2016.

14

15

EO 13636 and Presidential Policy Directive-21 were issued by President Obama on February 12, 2013.
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Section 1
Federal Networks
Section 1 addresses how the federal executive branch is to
operate its own IT networks, calling for IT and data to be
secured responsibly using all federal government capabilities.
It holds agency heads accountable for managing cybersecurity
risk. Because decisions made by agency heads can impact the
federal government as a whole, including national security, the
EO requires that cybersecurity risk be managed as an “executive
branch enterprise.”
Agency head leadership
At the heart of EO 13800, each agency head is accountable
to the President “for implementing risk management
measures commensurate with the risk and magnitude of
harm that would result from unauthorized access, use,
disclosure, modification, or destruction of IT and data.”
Agency heads are required to lead integrated agency
teams, with expertise in IT, security, budgeting, acquisition,
law, privacy, and human resources.
While CIOs and CISOs will continue to play key roles by
providing valued expertise and facilitating cybersecurity
across the agency, placing responsibility on the shoulders
of the agency head sends a clear signal of the importance
the President places on cybersecurity. It changes the
paradigm that cybersecurity is essentially the purview of
CIOs and CISOs. For agencies whose missions do not
entail cyber leadership, in the past, cybersecurity may have
received limited, if any, attention by the agency head, who
may have simply deferred to the CIO and or CISO. Under
EO 13800, agency heads will now need to understand their
agency’s cybersecurity health as well as they understand
their agency’s mission health.
Leading organizations similarly place accountability at
the top and then cascade clear direction and a sense of
urgency throughout the organization. In managing an
agency’s overall or enterprise risks (composed of multiple
elements of which cybersecurity is one), the agency
head’s role is paramount. The attention of top leadership is
continuing to sustain the level of commitment needed to
combat risks posed by new and ever-changing exploitable

cyber vulnerabilities. Over time, the cybersecurity culture
can change, but only if the organization is convinced that
top leadership is firmly committed to cybersecurity and will
follow its words with actions.
Alignment with strategic operational and
budgetary planning
Under EO 13800, cybersecurity risk management
processes are to be aligned with agency strategic,
operational, and budgetary planning processes. Linking
cybersecurity in this way further aligns the initiative with
presidential policy. For example, strategic plans guide
federal agencies’ programs, operations, and related
priorities. They communicate top management’s priorities
to staff and stakeholders and are enterprise-wide as well
as program and operational focused. They are being used
to reinforce the agency head’s priorities and provide a clear
link between the theory of cybersecurity and its application
against strategic priorities.
Making this link to strategic and budgetary planning
also reinforces how integral cybersecurity is to agency
programs and operations. The goal should be for program
and operations management to view cybersecurity as their
day-to-day responsibility, with the CIO and CISO again key
resources in facilitating success. In leading organizations,
the ultimate goal is to embed cybersecurity in normal
business processes and operations so that it becomes
second nature and adds clear value.
Leading organizations use strategic and budgetary
planning to help identify and breakdown organizational
barriers standing in the way of cybersecurity, both inside
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the agency and with stakeholders. This can present a
significant challenge, especially in large government
organizations with a wide range of missions and
constituencies. Strong partnerships are an essential
component of leading cybersecurity programs.
The alignment of cybersecurity with key planning
processes also provides a nexus to strategic reviews
and the management framework established by the
Government Performance and Results Act (GPRA) of 199316
and the GPRA Modernization Act (GPRAMA) of 2010.17
Cybersecurity represents a strategic investment that can
impact other strategic investments, and performance
measurement can integrated in the normal GPRA and
GPRAMA processes.
Using the NIST Cybersecurity Framework
Under EO 13800, agency heads are to use the Framework
for Improving Critical Infrastructure Cybersecurity,18 issued
by the National Institute of Standards and Technology
(NIST Framework),19 in managing cybersecurity risk.
The NIST Framework uses business drivers to guide
cybersecurity activities and incorporates cybersecurity in
an organization’s normal risk management processes. The
Framework provides a common taxonomy and mechanism
for organizations to (1) describe their current cybersecurity
posture; (2) describe their target state for cybersecurity;
(3) identify and prioritize opportunities for improvement
within the context of a continuous and repeatable process;
(4) assess progress toward the target state; and (5)
communicate among internal and external stakeholders
about cybersecurity risk.20
Developed pursuant to President Obama’s EO 13636,
Improving Critical Infrastructure Cybersecurity,21 and with
extensive private sector input, the NIST Cybersecurity
Framework was issued in February 2014. The Framework is
technology neutral and neither industry nor country-specific
to help ensure broad applicability and enable technical
innovation. In developing the Framework, NIST served
as a convener for industry, academia, and government
stakeholders. It held workshops, performed extensive

outreach and consultation, and obtained public comment.
This type of inclusive, deliberative process promotes
general acceptance and use, which will help drive leading
cybersecurity practices across all sectors.
The NIST Cybersecurity Framework is reinforced by the
Cybersecurity Enhancement Act of 2014, which calls on
NIST to facilitate and support development of voluntary,
industry-led cybersecurity standards based on leading
practices.22 This collaboration continues as NIST works
with stakeholders across the country and globally to raise
awareness, encourage use of, and refine the Framework
as needed.23
Finally, in meeting the expectations of EO 13800, a leading
practice is to use the NIST Cybersecurity Framework in
conjunction with (1) NIST Special Publication (SP) 800-39,
Managing Information Security Risk: Organization, Mission,
and Information System View, and (2) NIST SP 800-37, Risk
Management Framework to Federal Information Systems,
as well as other relevant federal standards and guidelines.
This will better enable agencies to develop a holistic and
integrated approach to managing cybersecurity risks across
the organization’s mission, business, operational, and
administrative processes and systems.
Agency cybersecurity reports and plans
Integral to EO 13800, agency heads have 90 days to
provide a risk management report to the Secretary of
Homeland Security and the OMB Director. Leading
organizations will view the report as an opportunity
to thoroughly examine and better understand their
cybersecurity risks and strategies and change the status
quo as needed. They will avoid this becoming a “checkthe-box” compliance exercise, whereby the organization is
preoccupied with demonstrating it met the requirements
for a report without considering the big picture and striving
for transformational changes where needed. Compliance
exercises generally have limited value, while consuming
valuable resources.

16

Public Law 103-62, August 3, 1993.

17

Public Law 111-352, January 4, 2011.

18

https://www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-framework-021214.pdf.

NIST is a federal agency within the United States Department of Commerce. NIST's mission is to develop and promote
measurement, standards, and technology to enhance productivity, facilitate trade, and improve the quality of life. NIST is also
responsible for establishing computer- and information technology-related standards and guidelines for federal agencies to
use. Many private sector organizations have made widespread use of NIST standards and guidelines voluntarily for several
decades, especially those related to information security.

19

See footnote 10.
See footnote 15.
22
Public Law 113-274, December 18, 2014.
23
See footnote 10.
20
21
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In the survey above of executive-level federal government
officials and contractors, 59 percent said their agency
struggles to understand how cyber-attackers could
potentially breach their systems, and 65 percent did not
believe the federal government as a whole can detect
ongoing cyber attacks.24 The assessments necessary for
an agency head to be in a position to develop a high-quality
risk management report and plan under EO 13800 are
essential elements of developing the understanding and
capabilities the survey showed has been problematic in
the past.
EO 13800 states that “known but unmitigated
vulnerabilities are among the highest cybersecurity risks
faced by executive department and agencies.” For example,
the EO points to using operating systems or hardware
beyond the vendor’s support lifecycle, declining to
implement a vendor’s security patch, or failing to execute
security-specific configuration guidelines.
In developing the required reports for federal networks,
using the NIST Cybersecurity Framework, agencies are
required to (1) document the agency head’s cyber risk
mitigation and acceptance choices, including the strategic,
operational and budgetary considerations that informed
those decisions; (2) document any accepted risks, including
risks from identified vulnerabilities that have not been
mitigated; and (3) describe the agency head’s action plans
to implement the NIST Framework.
This represents one of the more challenging requirements
of EO 13800. In the past, risks may have been accepted
at various levels in the agency as an expediency, or
even by default through inaction. These risks may have
compounded over time without consideration of their
accumulative impact, and documentation may be limited or
nonexistent. Any additional vulnerability, which is accepted
or partially mitigated by design, has a cascading effect. This
adds complexity, which can be multiplied over potentially
thousands of network systems, hosts, and other Internet
protocol-based devices. Leading organizations have learned
that vulnerabilities must be aggressively managed and
cannot simply be ignored. An important reason GAO has
included cybersecurity on its High-Risk list for two decades
is the continual large number of open cybersecurity
recommendations.25

24

See footnote 2.

25

See footnote 7.

Compounding the challenge is that cybersecurity
vulnerabilities do not remain static. The ever-increasing
complexity of today’s cyber world, with the continuing rapid
pace of innovation and explosion of data, has led to new
opportunities for adversaries to exploit vulnerabilities. These
vulnerabilities may result from known and unknown threats
to an organization, including its systems, processes,
and people. This is why leading organizations build their
cybersecurity framework under an information system
security engineering mindset. Leading organizations
engineer security features from the outset and throughout
the system development lifecycle. NIST SP-160, Systems
Security Engineering: Considerations for a Multidisciplinary
Approach in the Engineering of Trustworthy Secure
Systems, provides an approach to incorporate systems
security engineering principles, concepts, and activities into
system engineering processes.
In addition, leading organizations will focus attention on
cyber risk as an integral part of enterprise risk management
(ERM). In July 15, 2016, OMB reissued its Circular A-123,
which was retitled Management’s Responsibility for
Enterprise Risk Management and Internal Control. ERM
is a tool to identify risks and help reduce their impact and
likelihood of occurrence to an acceptable level consistent
with the organization’s risk appetite. The risk appetite
defines management’s tolerance for loss or negative
results. Integral to ERM is risk mitigation—a decision
to accept, avoid, reduce, and/or share risk. Simply put,
ERM facilitates what the organization wants to make sure
happens and happens well, and helps avoid what it wants
to avoid, such as unwelcome surprises. Similar to the
concepts in EO 13800, ERM has to be owned, understood,
and implemented by everyone in the organization,
starting with the agency head. Top leaders will have to be
motivated, and that motivation will have to be sustained
as transformative change, such as that envisioned in
EO 13800 and the revision to OMB Circular A-123, will
not happen overnight and will transcend presidential
administrations.26
Consolidated government cybersecurity plan
The Secretary of Homeland Security and OMB Director
are to jointly assess the agency head reports and plans
to determine whether the risk mitigation and acceptance
choices set forth are appropriate and sufficient to manage
the aggregate cybersecurity risk to the executive branch.
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Within 60 days of the agency head reports, the OMB Director, in coordination
with the Secretary of Homeland Security and with appropriate support from
the Secretary of Commerce and the Administrator of the General Services
Administration, is to submit a consolidated government plan to the President,
through the Assistant to the President for Homeland Security and Terrorism.
Requirements for the content of the consolidated government plan are included
in Appendix 3.
In this way, there will be a government-wide approach to cybersecurity
planning that places OMB in a strategic position. Together with the Secretary
of Homeland, the OMB Director is able to centrally direct the agency heads
by addressing cybersecurity from the lens of an “executive branch enterprise”
as called for in EO 13800. This is another reason that agency head plans are
so important. High-performing organizations will want to be leaders and not
followers in helping frame the broader federal cybersecurity agenda in the
consolidated government plan, which will directly impact their organizations.
In developing the consolidated government plan, OMB is determining the
appropriateness of the risk acceptance decisions by each agency head and
establishing the benchmark to follow. Once the benchmark is established by
OMB, agency heads will need to implement any changes in direction by the
OMB Director. Leading organizations will develop implementation strategies,
including continuous monitoring processes, in line with the consolidated
government plan. Implementation tools in leading organizations include
information to continually monitor cyber risks and timely address new risks
retrospectively, introspectively and prospectively, such as:
—— Access to appropriate information and reporting: Effective management
of cyber risk requires diverse information from a variety of sources. This
could include risk reports, risk and control profiles, operational risk incident
reporting, key risk indicators, and risk heat maps, which are also integral
components of leading ERM programs. It could include trend information
on past cyber breaches and current and emerging cyber risks across
government and the private sector. Leading organizations will want to be
proactive and anticipatory versus just reacting to problems.
—— Development of cyber incident logs/databases: A well-structured cyber
risk framework requires information on cyber impact information that
captures loss events attributable to various categories of operational risk
and measures or estimates the impact. In looking at the banking industry,
which has placed a high priority on cybersecurity as part of operational
risk management, Basel II27 specifically requires a minimum of three years
of data for initial implementation and ultimately five years for advanced
measurement approaches. The need for historical data on cybersecurity
breaches (including external data) can present a challenge, both in
government and the private sector.

“Navigating uncertainty through ERM – A practical approach to implementing OMB Circular
A-123,” by Jeffrey C. Steinhoff, Laura A. Price, and Thomas A. Cocozza, KPMG Government Institute,
November 2016.

26
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—— Systematic, ongoing measurement of cybersecurity risk: As highlighted
earlier, this can be accomplished through ERM programs as long as there is
discipline and realism in measurement processes, resulting in reliable, timely,
and useful information available to top management for decision making.
Factors such as new and emerging technologies play an important part in
continually understanding the cyber risk environment.
Shared services
The EO also calls for preference to using shared IT services. This dovetails
with presidential priorities over the past 20 years to expand the federal shared
services footprint overall.28 Leading organizations identify opportunities to work
across boundaries. They set broad business and strategic objectives that focus
on efficient and effective resource utilization.
A logical question for agencies is why should the federal government continue
to provide resources to create essentially the same capability dozens of times
across agencies at tremendous cost, have to continually maintain it, and still
never be up-to-date on technology, design, or cybersecurity, when agencies
could instead use a shared service? By more broadly moving to shared
services, federal agencies can drive down costs while eliminating antiquated IT
systems and processes that raise cybersecurity risks. Processing and securing
data using leading shared service centers versus using a host of often aged,
unsecure systems just makes sense. The fear of losing control has been a
roadblock to shared services and standardization in the past. But agencies have
learned that rather than losing control, shared services represent an opportunity
to reduce the cost of essentially back room tasks to focus on more value-added
activities supporting their mission.29
In calling for shared services, EO 13800 includes e-mail, cloud, and
cybersecurity services. Managed cloud-based and security services
presuppose that the capability being outsourced is commoditized. For
example, the Department of Defense (DoD) has been moving to shared
services to consolidate data centers to reduce cost and modernize through
cloud computing technology.30 DoD has authority to lease nonexcess real

The Bank for International Settlements was established in 1930 in Basel, Switzerland, pursuant
to the Hague Agreements of 1930. The mission is to serve its 60 member country central
banks, including the United States, in their “pursuit of monetary and financial stability, to foster
international cooperation in those areas and to act as a bank for central banks.” The Basel accords
are recommendations on banking laws and regulations issued by the Basel Committee on Banking
Supervision.

27

For example, President George W. Bush’s Line of Business initiative and establishment of the
Financial Systems Integration Office; and President Obama’s Federal IT Shared Services Strategy
(Shared First) and establishment of the Office of Financial Innovation and Transformation.
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“Embracing Game Changers,” by Jeffrey C. Steinhoff, Kirke E. Everson, Viral Chawda, and Joseph M.
Ward, Association of Government Accountants Journal of Government Financial Management (AGA
Journal), spring 2017; and “Shared Finance Services and Standardization: Can One Size Fit All?,” by
David A. Fitz, Steve A. Johnson, and Jeffrey C. Steinhoff, AGA Journal, summer 2013.
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Federal Data Center Consolidation Initiative, “Department of Defense 2011 Data Center
Consolidation Plan & Progress Report,” November 8, 2011; and “Duplication, Overlaps and
Fragmentation: Three Adversaries to Establishing Long-Term Fiscal Sustainability,” AGA Journal, fall
2014.
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property under its control through an enhanced use lease
in exchange for cash or in-kind consideration (such as
receiving services valued at prevailing market rates).31 The
new data center would provide IT services to DoD and
other customers, including other federal agencies, state
and local governments and private companies. The data
center would be constructed and fully financed by the
private sector entity, which would occupy, maintain and
operate the data center to include cybersecurity.
As part of the process of deciding to move to a shared
service and then selecting a shared service provider
(SSP), leading organizations understand how their current
operations are working and look for potential gaps in
people, process, and/or technology on their end. The
agency still has responsibility for the activity even if it is
performed by a SSP. Similarly, SSPs will be expected to
provide high-quality, reasonably priced services.
Agencies that move to greater shared services will not
only face a technical challenge, but also the transformative
nature of changing the status quo. Deeply embedded
methods of doing business will need to be closely
scrutinized and new organizational cultures established.
Appendix 4 includes 10 actions to help guide agencies
moving to shared services.32
While federal SSPs are part of federal agencies, they
cannot expect a captive audience or that all agencies will
want to migrate. There may be competition from other
federal SSPs. Also, they should eventually expect there
may be competition from private sector companies. Federal
SSPs will have to be entrepreneurial and operate like
private sector businesses. It’s not just the buyer, but the
seller that has to be prepared for change. From the seller
side of the equation, Appendix 5 highlights six actions
typically taken by leading SSPs.33
It is critical that these transitions are supported by a strong
organizational governance process that includes detailed
contracts and service-level agreements with service
providers. Further, federal agencies need to ensure that
service providers have the appropriate security controls in
place, as guided by (1) the Federal Risk and Authorization
Management Program (FedRAMP); (2) NIST Special
Publication 800-171, Protecting Controlled Unclassified

Information in Nonfederal Information Systems and
Organizations; and (3) American Institute of Certified
Public Accountants (AICPA) SSAE No. 18, Reporting on
an Examination of Controls at a Service Organization
Relevant to User Entities’ Internal Control Over Financial
Reporting, and Reporting on an Entity’s Cybersecurity Risk
Management Program and Controls – Attestation Guide.
Related to shared services are the establishment of fusion
centers to support cyber threat intelligence. Presidential
Policy Directive (PPD)-4134 and the National Cyber Incident
Response Plan address federal agency coordination
during a major cybersecurity incident. The Departments
of Homeland Security and Justice and the Office of
the Director of National Intelligence have the lead. For
example, the Cyber Threat Intelligence Integration Center
under the Director of National Intelligence is responsible
for coordinating the unified threat assessment made by the
17 members of the intelligence community. At the same
time, federal agencies and components within agencies
have a range of systems and processes for cyber-risk
intelligence, which are typically not integrated or widely
shared. Agencies would benefit from a shared agencywide and government-wide cyber events database, such
as through a fusion center that brings disparate information
together; thereby broadening the ability to identify and
manage cyber risks while promoting a culture of working
across organizations.
Cyber intelligence fusion centers serve as focal points
for identifying, tracking, analyzing, and disseminating
internal and external cyber threat information. A fusion
center ingests the full range of credible cyber threat and
incident information for review using advanced cyberanalytic tools and highly-skilled cyber analysts. Included
can be information on cyber vulnerabilities and mitigation;
network topography; surveillance and monitoring; insider
data; malware samples; incident logs and traffic; and
internal and external threat intelligence. Linking various
sources of cyber incident and threat data from both internal
and external sources helps formulate network defense
strategies and counter-targeting focused on the real-world
environment of cyber threats, increases user awareness,
and supports cyber risk management and application
development.35
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Section 2667 of Title 10, U.S. Code.
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See footnote 29.
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Ibid.
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Presidential Policy Directive-41 “United States Cyber Incident Coordination” July 26, 2016.

“Cyber intelligence fusion – A fellow essay as part of the ICIT anthology, Volume 1,” by John Kupcinski, ICIT fellow and director, Federal
Cybersecurity, KPMG, published in the June 2017 edition of ICIT Anthology.
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Section 2
Cybersecurity and critical
infrastructure
Section 2 addresses the role of the federal executive branch to
identify and support cybersecurity of critical infrastructure. The policy
is that the executive branch will use its authorities and capabilities
to support cybersecurity risk management efforts of “owners and
operators” of nation’s critical infrastructure. Another intent is to
promote market transparency of cybersecurity risk management
practices across all sectors of government and business with a focus
in the private sector on publicly traded entities.
Critical infrastructure is defined as “systems and assets,
whether physical or virtual, so vital to the United States
that the incapacity or destruction of such systems and
assets would have a debilitating impact on security,
national economic security, national public health or safety,
or any combination of those matters.” EO 13800 cites
section 9 of EO 13626, which requires the Secretary of
Homeland Security, in consultation with federal agencies
and other relevant stakeholders, to develop a list of critical
infrastructure of the greatest risk “applying “consistent,
objective criteria.”36 Under section 9, this determination is
to be updated annually.
In section 2, EO 13800 also addresses (1) marketplace
transparency regarding cybersecurity risk; (2) resilience
against botnets37 and other automated, distributed threats;
(3) electricity disruption (4) incident response capabilities;
and (5) warfighting capabilities.

36

Support to critical infrastructure at greatest risk
The Secretary of Homeland Security, in coordination
with the Secretary of Defense, the Attorney General, the
Director of National Intelligence, the Director of the Federal
Bureau of Investigation (FBI), the heads of appropriate
sector-specific agencies,38 and all other appropriate agency
heads, as identified by the Secretary of Homeland Security,
is required to:
—— Identify authorities and capabilities that agencies could
employ to support the cybersecurity efforts of critical
infrastructure entities39 to be at greatest risk of attacks
that could reasonably result in catastrophic regional or
national effects on public health or safety, economic
security, or national security;
—— Engage these entities and solicit input on authorities
and capabilities supporting cybersecurity risk
management and any obstacles; and

See Appendix 1 and footnote 15.

“A botnet is a group of computers connected in a coordinated fashion for malicious purposes. Each computer in a botnet is
called a bot. These bots form a network of compromised computers, which is controlled by a third party and used to transmit
malware or spam, or to launch attacks.” (Source: Techopedia.com)

37
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As defined in Presidential Policy Directive 21, Critical Infrastructure Security and Resilience, February 12, 2013.

39

EO 13800 expressly refers to section 9 of EO 13626.

© 2017 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG
International”), a Swiss entity. All rights reserved. Printed in the U.S.A. The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDPPS 695418

—— Within 180 days provide a report to the President,
through the Assistant to the President for Homeland
Security and Counterterrorism that addresses
the previous two requirements above related to
authorities and capabilities and includes findings and
recommendations for better supporting cybersecurity
risk management for critical infrastructure. Also,
required is an annual update report to the President.
This represents a substantial challenge given the (1) range
of authorities, capabilities and organizations involved;
(2) critical nature of these systems to day-to-day life and
national security; and (3) increasing accessibility and linkage
of systems. The Internet was designed to be open and
accessible. As it became part of the fiber of our everyday
lives, it became an entry point for wrong doers to perpetrate
crimes and attack our fundamental institutions. Cyber
vulnerability is inversely proportional to accessibility—the
more accessible, the more a system may be vulnerable
to cyber attack. Cybersecurity is targeted to reducing
accessibility to a tolerable level.
For critical infrastructure, the margin for error or
acceptance of risk will be extremely low, and for many
systems, such as nuclear facilities, virtually zero. This can
be a tall order. Leading organizations clearly define the
parameters for risk acceptance and have mechanisms for
continuous monitoring and oversight. This is integral to the
requirements of NIST SP 800-37.
Supporting transparency in the marketplace
With 90 days, the Secretary of Homeland Security, in
coordination with the Secretary of Commerce, is to provide
a report to the President, through the Assistant to the
President for Homeland Security and Counterterrorism,
that examines the sufficiency of existing federal policies
and practices that promote financial market transparency
of cybersecurity risk management practices by critical
infrastructure entities. There is to be a focus on critical
infrastructure entities whose stock is publicly traded.
Leading private sector organizations will do this naturally
as a business prerogative to help ensure they manage
cybersecurity risks that can seriously impact their
businesses or missions. But many have not and will not
without leadership from government. The challenge for
the federal government is to establish a framework and
partnerships with these entities, which would include not
only publicly traded companies but other companies, levels

of government, not-for profit entities, and academia.
Resilience against botnets and other automated,
distributed threats
The Secretaries of Commerce and Homeland Security
are to jointly lead an “open and transparent process” to
identify and promote action by appropriate stakeholders to
improve the resilience of the Internet and communications
ecosystem and to encourage collaboration. The goal is to
dramatically reduce threats perpetrated by automated and
distributed attacks, such as botnets.
Within 240 days, the Secretaries of Commerce and
Homeland Security are to make publicly available a
preliminary report, with a final report to the President
within 1 year. They are to consult with the Secretary
of Defense, the Attorney General, the FBI Director, the
heads of sector-specific agencies, the Chairs of the
Federal Communications Commission (FCC) and Federal
Trade Commission, other interested agency heads, and
appropriate stakeholders.
Botnets are a staple of cybercriminals, such as in the
recent WannaCry and NotPetya ransomware attacks.
The strong focus of EO 13800 on collaboration among
stakeholders is important given the prominent position
of businesses that operate, monitor, and deliver Internet
services and their positioning to help prevent, detect,
counter, and mitigate cybercrime.”40 An example would be
Internet service providers (ISPs) assisting law enforcement
by providing relevant investigatory information and
expertise.41 Over the past decade, anti-botnet initiatives
(ABIs) have focused on reducing the impact of botnet
threats. In general, ABIs have been formed through the
internet industry.42 For example, the Messaging, Malware
and Mobile Anti-Abuse Working Group (M3AAWG) is a
partnership among the U.S. Internet industry and foreign
companies working to address cybersecurity threats and,
in particular, botnets.
The FCC Communications Security, Reliability, and
Interoperability Council (CSRIC) III, Working Group
7 – Botnet Remediation, which involved M3AAWG and
its members and the Department of Homeland Security,
developed the US Anti-Bot Code of Conduct (ABCs) for
Internet Service Providers. As a voluntary code, it focuses
on leading practices and encourages private-sector
commitment to botnet mitigation. The code is technology
and approach neutral; requires a respect for privacy and

“How industry can help us fight against botnets: notes on regulating private-sector intervention,” by Dr. Karine K. e Silva,
International Review of Law, Computers & Technology: Volume 31, 2017 - Issue 1: BILETA Special Edition, February 22, 2017.

40

“Private-Public Sector Cooperation in Combating Cybercrime: In Search of a Model,” by Susan W. Brenner, J.D., Journal of
International Commercial Law and Technology, Volume 2, Issue 2, 2007.

41

42

See footnote 40.
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legal compliance; provides for shared responsibility,
sustainability and information sharing; encourages the
use of leading practices that have been demonstrated to
be effective; and calls for effective communications so
that businesses and the public can reasonably understand
information being provided. The code focuses on education,
detection, notification, and collaboration.43
Assessment of electricity disruption incident
response capabilities
The Secretaries of Energy and Homeland Security, in
consultation with the Director of National Intelligence,
state, local tribal, and territorial governments, and others
as appropriate, are to jointly assess (1) the potential scope
and duration of a prolonged power outage associated with
a significant cyber incident against the nation’s electric
power sector; (2) our national readiness to manage the
consequences of such an incident; and (3) any gaps or
shortcomings in assets or capabilities required to mitigate
the consequences of such an incident. Within 90 days,
the results of the assessment are to be provided to the
President, through the Assistant to the President for
Homeland Security and Counterterrorism.
Protecting the electrical power grid can be viewed as
operational technology (OT) security for which leading
organizations would have a designated owner for both the
duration of an incident as well as during normal operations
specific to electricity disruptions. Leading organizations
recognize the need for a high level of executive support
and resources to effectively manage an electrical grid
outage because of the cascading effect on other critical
infrastructures. Electricity operators will need training
on cybersecurity, and IT teams will need training on how
to support an OT environment. Finally, asset inventories
are one of the areas where IT and OT have significantly
different approaches. For example, IT tools often use active
scanning to find assets. Whereas, OT asset inventories
should include a closed loop into management of change
and should have passive network detection technology that
is augmented with human effort.
Additional observations about protecting the electricity grid
from cyber attack follow:
—— A primary source of past OT incidents has been
removable media. USB sticks brought into the control

room, often by authorized vendors for purposes of
patching, have contained viruses and malware that
crippled OT environments. Additionally, patching the
operating systems underlying OT environments entails
more than in the normal IT environment. For example,
patches for standard operating systems, like Windows,
must be authorized by the automation vendor before
being applied in the OT environment. This limits some
of the ability to reuse entity-wide patch management
processes and systems. IT patch management tools
may be helpful for automation, but approvals need to be
sought from vendors before application happens.
—— One of the most important controls for OT
environments continues to be network architecture that
prevents access from certain parts of the environment
to other parts. Because the control is so important,
it requires constant revalidation. Many IT security
assessment tools and platforms will assist with
this process.
—— Incident response in the OT environment requires
rehearsal and integration with plant safety programs;
some of what works in the IT world, like shutting down
systems when an attack is detected, cannot work for
OT assets as it may impair the safety of the facility.
Disconnection from other facilities should be possible,
given good network architecture, but this too must be
validated in advance of a live incident.
—— Recovery from an incident in the OT environment
requires backups of configuration and table-top
exercises. This is often different from the IT disaster
recovery approach that includes live testing, as live
testing could produce unscheduled downtime and
unsafe conditions.
—— The downtime and loss from OT threats can be
significant, which is why EO 13800 expressly focuses
on electricity. As such, as part of the planning and
budgeting process, leading organizations will recognize
resource needs and provide priority to protect against
potentially cataclysmic events.
Department of Defense warfighting capabilities and
industrial base
Within 90 days, the Secretaries of Defense and Homeland
Security and the FBI Director, in coordination with the

“Final Report U.S. Anti-Bot Code of Conduct (ABCs) for Internet Service Providers (ISPs) (A Voluntary Code),” by the FCC
CSRIC III, Working Group 7 – Botnet Remediation, March 2012.
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Director of National Intelligence, are to provide a report
to the President, through the Assistant to the President
for National Security Affairs and the Assistant to the
President for Homeland Security and Counterterrorism,
on cybersecurity risks facing the defense industrial base.
Included are the defense supply chain, military platforms,
systems, networks, and military capabilities. The report is
to include risk mitigation recommendations.
For the Department of Defense, which is under continuous
cyber attack, the stakes are high. In May 7, 2017, testimony
before the Senate Committee on Armed Services, the
commander of U.S. Cyber Command and director of the
National Security Council stated: “Hardly a day has gone
by during my tenure at Cyber Command that we have not
seen at least one significant cybersecurity event occurring
somewhere in the world,” …. “We face a growing variety
of advanced threats from actors who operate with evermore sophistication and precision.” …. “My main concern
relates to state-based actors, whose malicious activities
have only intensified since I spoke to this Committee last
year. As we have seen, cyber-enabled destructive and
disruptive attacks now have the potential to affect the
property, rights, and daily lives of Americans.”44
A February 2017 report by the Defense Science Board
Task Force on Cyber Deterrence concluded that “the cyber
threat to U.S. critical infrastructure is outpacing efforts
to reduce pervasive vulnerabilities, so that for the next
decade at least the United States must lean significantly on
deterrence to address the cyber threat posed by the most
capable of U.S. adversaries. It is clear a more proactive and
systematic approach to U.S. cyber deterrence is needed.”
The report recommends that DoD and the nation pursue
three broad sets of initiatives: (1) plan and conduct tailored
deterrence campaigns, such as pursuing adversary-specific
campaign planning and wargaming; (2) create a secondstrike cyber resilient “thin line” element of U.S. military
forces, such as certifying cyber resilience of U.S. nuclear
systems; and (3) enhance foundational capabilities, such
as acting as an innovative accelerator to U.S. government
efforts to boost cyber resilience of critical infrastructure.45

leader, with a growing number of defense players now
offering cybersecurity “as a service” to other industries
and business sectors. At the same time, across the A&D
sector, the cyber threat is rising, and A&D organizations
may continue to face significant exposures that could put
their futures at risk. Of immediate concern, particularly
in the defense sector, is heightened risk of cyber attack
through third parties. For example, as the supply base
widens to incorporate new technology players, service
providers, and infrastructure, many manufacturers are
losing sight of the risks that these relationships create.
At the same time, new regulations (such as NIST SP
800-171) are sharpening the urgency for manufacturers and
the supply base to address cybersecurity.
Access control is also an ongoing challenge for many
A&D organizations. Most are fairly good on the front end
in onboarding new employees. The problem is typically at
the back end, when employees leave the organization or
change roles. Finally, the commercial aerospace sector
(and to a lesser extent, defense players with products or
services in nondefense industries) face a new and growing
gap: the protection of consumer data. Intentional or not,
airplanes capture masses of consumer data—from wi-fi
connections, entertainment selections, and even USB
drives flyers plug into the system. Few commercial aircraft
have the means to protect this growing source of data.
We believe the path to long-term security of the A&D
sector, as it faces a highly adaptive cyber threat, are (1)
heightened standards, driven by industry and regulatory
pressures; (2) improved data governance, focused on
ensuring the policies, controls, and training reinforce a
heightened risk awareness and data protection across the
enterprise; and (3) deep industry cooperation, whereby
organizations work together to share leading practices,
threat awareness, incident reports, and other critical
information in ways that improve the overall security and
resilience of the A&D sector. These actions are likewise
applicable across other sectors for which many of the same
basics will drive heightened cybersecurity.

Let’s look at the one sector having DoD ties. KPMG
explored the cyber challenges facing the aerospace and
defense (A&D) sector.46 This sector has been a cyber
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http://www.acq.osd.mil/dsb/reports/2010s/DSB-CyberDeterrenceReport_02-28-17_Final.pdf.
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“Defending the Aerospace and Defense sector: Closing gaps in A&D cyber security,” KPMG, 2017.
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Section 3
Cybersecurity for
the Nation
EO 13800 recognizes the national implications of
cybersecurity that transcend federal networks and critical
infrastructure and the need to ensure the Internet remains
valuable for future generations. The President’s policy is “to
promote an open, interoperable, reliable, and secure Internet
that fosters efficiency, innovation, communication, and
economic prosperity while respecting privacy and guarding
against disruption, fraud, and theft. Further, the United
States seeks to support the growth and sustainment of a
workforce that is skilled in cybersecurity and related fields as
the foundation for achieving our objectives in cyberspace.”
Section 3 requires that within 90 days the President is
to receive a report on the “Nation’s strategic options
for deterring adversaries and better protecting the
American people from cyber threats.” The report is to
be jointly submitted to the President by the Secretaries
of State, Treasury, Defense, Commerce and Homeland
Security, the Attorney General, and the United States
Trade Representative, in coordination with the Director
of National Intelligence and through the Assistant to
the President for National Security Affairs and the
Assistant to the President for Homeland Security and
Counterintelligence.

stop or defuse cyber attacks. For example, in the WannaCry
ransomware attack, an individual was able to defuse the
attack which had disabled a reported 230,000 computers
in 150 countries, including IT systems integral to Britain’s
national healthcare system. Our experience is that leading
organizations focus on:

Deterrence and protection
Leading organizations first and foremost focus on
deterrence, or prevention. They also fully recognize the
importance of resilience, or detection and reaction.
Cyber incidents are just a matter of time, even if robust
preventive measures are in place. Leading organizations
understand threat intelligence and implement strategies to

—— Detection by knowing early when something just isn’t
right to avoid major data breaches that go undetected
for long periods of time (such as months or even years).
While prevention is always the best outcome, leading
organizations are resilient and able to quickly detect and
react to a cyber incident.

—— Prevention as the first and best line of defense.
—— Improvement by building on current cyber programs
through the adoption of leading practices and
by thoroughly understanding risks and a range
of mitigation strategies.
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—— Response by fully and expeditiously addressing
cyber incidents through actions focused on recovery
and prevention. Leading organizations expeditiously
identify the “root cause,” through forensic analysis
and investigation. They use this information to target
corrective actions to help effectively and efficiently
reduce the impact of the current incident as well
as mitigating future risks to an acceptable level.
For example, leading organizations timely address
auditor findings, such as the 1,000 open cybersecurity
recommendations cited by GAO in its 2017
High-Risk report.
International cooperation
EO 13800 recognizes the global interconnection of
the Internet and that cyber attackers essentially have
no boundaries and can strike anytime from anywhere
in the world. All nations are dependent on a globally
secure Internet that can only be achieved through
international cooperation.
The EO requires that within 45 days the Secretaries of
State, Treasury, Defense, Commerce and Homeland
Security, in coordination with the Attorney General and the
FBI Director, report to the President on “their international
cybersecurity priorities, including those concerning
investigation, attribution, cyber threat information sharing,
response, capacity building, and cooperation.” Within 90
days of the submission of the report, and in coordination
with the range of stakeholders cited above and others
deemed necessary, the Secretary of State is to provide
a report to the President “documenting an engagement
strategy for international cooperation in cybersecurity.”
This issue is often discussed, and traditional cooperative
intelligence sharing processes are available today.
EO 13800’s focus on building a global interconnected
capability to detect, deter, respond to, and recover
from cyber attacks is an important step to addressing a
difficult challenge. Among the issues to be considered are
investigation, attribution, cyber threat information sharing,
global response to cyber attacks, capacity building, and
cooperation. The ability to both be anticipatory and react
quickly and effectively to sudden cyber events will be
critical to address the evolving threats within cyber space.
Ultimately, this not a technology issue, but a matter of
willingness to work together toward a common goal.
The common global threat is real and the implications are

serious if governments cannot find a way to work together.
The international strategy needs to be agile and responsive
and avoid being stove-piped or isolated. It must engage
not only national governments, but the businesses and the
public they serve.
Workforce development
Finally, EO 13800 addresses workforce development
“to ensure that the United States maintains a long-term
cybersecurity advantage.” It focuses on the growth and
sustainment of the cyber workforce in both government
and the private sector. The human element is a major
driver in leading organizations’ cybersecurity programs.
The EO requires a series of assessments and reports to
the President, through the Assistant to the President for
Homeland Security and Counterterrorism.
First, the Secretaries of Commerce and Homeland Security,
in consultation with the Secretaries of Defense, Labor and
Education, the OMB Director, and other agencies they
jointly identify, are to “assess the scope and sufficiency
of efforts to educate and train the American cybersecurity
workforce of the future, including cybersecurity-related
education curricula, training, and apprenticeship programs,
from primary through higher education.” Within 120 days,
they are to provide the President a report with findings
and recommendations on “how to support the growth and
sustainment of the Nation’s cybersecurity workforce in
both the public and private sectors.”
Second, the Director of National Intelligence, in
consultation with the heads of other agencies identified
by the Director, is to “review the workforce development
efforts of potential foreign cyber peers in order to
help identify foreign workforce development practices
likely to affect long-term United States cybersecurity
competiveness.” Within 60 days, the Director is to report to
the President on the findings of the review.
Finally, the Secretary of Defense, in coordination with
the Secretaries of Commerce and Homeland Security
and the Director of National Intelligence, is to “assess
the sufficiency of United States efforts to ensure that
the United States maintains or increases its advantage
in national-security-related cyber capabilities.” Within 150
days, the Secretary of Defense is to provide a report to
the President with findings and recommendations on
the assessment.
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The EO’s recognition of the importance of the cyber
workforce is important. In a survey of 100 federal IT
professionals, 53 percent of respondents cited the lack
of adequate cyber resources and staff.47 The National
Academy of Public Administration’s October 2015
report, “Increasing the Effectiveness of the Federal
Role in Cybersecurity Education,” spoke to the need for
a well-trained cybersecurity workforce and the severe
shortage of properly trained and equipped cybersecurity
professionals in the United States.48
Also important will be ensuring that the entire workforce,
not just the cyber workforce, understands the risks
involved and their responsibilities for cybersecurity. The
workforce needs to have the training and accountability
necessary to understand the context and what needs to
be done to help ensure basic cyber practices, or cyber
hygiene, are continually followed. In the results of a
survey of executive-level federal government officials
and contractors cited earlier, 42 percent viewed their
people as their organizations greatest vulnerability to
cyber attacks.49 Private, sensitive, and mission-critical
information is increasingly under attack from within. The
possibility of insider threats – actions by employees who
either maliciously or carelessly circumvent information
security controls – are on the rise. The Edward Snowden
and Chelsea Manning cases are poignant reminders of the
potentially devastating impact.
Insider threats are fueled by innovative technology, new
methods of communication, an evolving socioeconomic
climate, and geopolitical changes. There is existing
government-wide guidance, and we expect more
will be forthcoming given the seriousness of insider

threats, including (1) EO 13587, Structural Reforms to
Improve the Security of Classified Networks and the
Responsible Sharing and Safeguarding of Classified
Information; (2) the National Insider Threat Task Force;
(3) NIST Special Publication 800-53 Revision 4, Security
and Privacy Controls for Federal Information Systems
and Organizations; and (4) National Industrial Security
Program policy.50
Another workforce development factor is the movement
to intelligent automation. Enabling technology will be a
major driver in transforming management of the federal
government. In this regard, on March 27, 2017, President
Trump announced the establishment of the Office of
American Innovation to “make recommendations to the
President on policies and plans that improve Government
operations and services, improve the quality of life for
Americans now and in the future, and spur job creation.”
Intelligent automation, which we define as “automation
of mission delivery and business processes by leveraging
digital technologies to support tasks undertaken by
knowledge workers,” is a game changer. It will increase
productivity and performance and employee satisfaction,
while reducing costs. It will open new doors for citizen
engagement and provide for consistency, predictably,
quality, reliability, scalability, and auditability. Intelligent
automation will also present new cybersecurity challenges
to protect the range of ever-more powerful intelligent
systems from basic robotic process automation to
enhanced process automation to cognitive automation,
such as IBM’s Watson and driverless cars.51

“2017 Thales Data Threat Report Federal Edition,” issued by Thales in conjunction with analyst firm 451 Research, April 27,
2017.
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Report by a Panel of the National Academy of Public Administration, “Increasing the Effectiveness of the Federal Role in
Cybersecurity Education,” by Panel members David Wennegren (Chair), Ramon Barquin, Shelley Metzenbaum, and Alan Shark,
October 2015.
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See footnote 2.
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“Insider threats – Malicious attacks from within are on the rise. How well is your organization prepared?,” KPMG, 2016.
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See footnote 1.
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EO 13800 provides a framework to strengthen management of the nation’s
cybersecurity risks. The problem is real, and the stakes are high. The public,
American businesses, and government at all levels increasingly understand the
severity of the situation through continual data breaches and loss of sensitive
personal and business information. They are looking to the federal government
to serve in the role envisioned by the President in EO 13800.
The situation has become increasingly difficult to address with the continual
explosion of data, technology capabilities, and computing applications. Cyber
attackers recognize the high rewards. They have the opportunity and means
available at their fingertips to wreak havoc from anywhere in the world 24/7. In
2016, the most effective bank robbers were armed with computers, not guns,
with billions of dollars stolen in virtual attacks.52 In 2014, an estimated 17.6
million Americans were victims of identity theft.
EO 13800 places responsibility and accountability at the absolute top of
each federal agency, where it belongs. This will help enable the type of
transformation necessary to move the needle on reform. In the end, whether
in government, the private sector, not-for-profit entities, academia, other
organizations or the general public, everyone needs to become a cyber warrior
and work together to attack cyber risks.
At the core, organizations need to ask themselves if they are simply doing the
same things over and over again to little avail. If this is the case, either the state
of technology and the sophistication of wrong doers has outpaced these efforts,
the cyber controls never really addressed the root causes of vulnerabilities, and/
or the cybersecurity controls are viewed as too onerous to the accessibility
and ease users expect. After all, the Internet was designed to be open and
easily accessible, which runs counter to limiting access through cyber controls.
There must be a proper balance. Organization’s today may not even know what
represents the proper balance as the state of the possible for cyber attackers
continues to move forward.
As technology continues its journey and becomes ever more powerful,
organizations may be left with the need to completely rethink the infrastructure
on which the nation’s IT and connectivity is based. This would be a gargantuan
effort, but no larger nor more important the creation of the Manhattan Project
that changed the course of World War II, or the NASA Space Program that put a
man on the moon.
An underlying theme in the EO is one of collaboration, cooperation, and
consensus-building across government agencies and between levels of
government and the private sector in the United States as well as globally
across nations. Successfully breaking down barriers to work together will
be paramount to meeting the policies in EO 13800. In the words of Henry
Ford: “Coming together is a beginning; keeping together is progress; working
together is success.”
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“2017 Internet Security Breach Report, Volume 22,” Symantec, April 2017.
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Appendix 1:
EO 13636 requirements
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EO 13636 directs the executive branch to:
—— Develop a technology-neutral voluntary cybersecurity framework.
—— Promote and incentivize the adoption of cybersecurity practices.
—— Increase the volume, timeliness, and quality of cyber threat
information sharing.
—— Incorporate strong privacy and civil liberties protections into every initiative
to secure our critical infrastructure.
—— Explore the use of existing regulation to promote cybersecurity.
Presidential Policy Directive-21 directs the executive branch to:
—— Develop situational awareness capability that addresses both physical and
cyber aspects of how infrastructure is functioning in near-real time.
—— Understand the cascading consequences of infrastructure failures.
—— Evaluate and mature public-private partnerships.
—— Update the National Infrastructure Protection Plan.
—— Develop a comprehensive cybersecurity research and development plan.

Source: Department of Homeland Security, March 2013
(https://www.dhs.gov/sites/default/files/publications/EO-13636-PPD-21-Fact-Sheet-508.pdf).
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Appendix 2:
The EO 13800 timeline
Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure (Executive Order 13800)
Agency
Report
Timeline

Cybersecurity of
Federal Networks

Critical
Infrastructure

45 Days

60 Days

90 Days

120 Days

150 Days

180 Days

Risk Management
Reports by Federal
Agencies

Determination of
insufficiencies from
above and plans to
remediate - due 90
days after receipt.
(OMB and DHS)

Report on
Modernization of
Federal IT (Director
of the American
Technology Council)

Report on
readiness for
prolonged
electrical outage.
(90 days)

Report on risks
to defense
industrial base.
(90 days)

Report on market transparency of
cybersecurity risk management
by critical infrastructure entities.
(90 days)
Report on
implementation of risk
management and
deviations from
requirements
(Defense, ODNI)

Report on authorities and
capabilities for supporting
Section 9 critical
infrastructure entities.

Preliminary Report on
Botnet Resilience

Cybersecurity
for the Nation
Reports on
International
Cybersecurity
Priorities
Report on foreign
workforce development
likely to affect US
competitiveness

Report on
Strategic
Options for
Deterring
Adversaries
Report on
Education,
Growth, and
Sustainment
of Workforce

Report on efforts to
maintain or increase
advantage in
national-security-related
cyber capability.

Report on
Engagement
Strategy for
International

240 Days

1 Year

What is a “Section 9” entity?
EO 13676 (Feb. 12, 2013), Section 9 directs
the identification of “critical infrastructure
where a cybersecurity incident could
reasonably result in catastrophic regional or
national effects on public health or safety,
economic security, or national security.”

Final Report on
Botnet Resilience

Note: It is being left to the agencies to determine whether these reports are to be classified.
Presidential executive order 13800
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Appendix 3:
Content of the consolidated
government plan
Within 60 days of receiving the agency head reports, the OMB Director is to submit to the President
“the determination and a plan to:
—— Adequately protect the executive branch enterprise should the determination
identify insufficiencies;
—— Address immediate unmet budgetary needs necessary to manage risk to the executive
branch enterprise;
—— Establish a regular process for reassessing and, if appropriate, reissuing the determination,
and addressing future, recurring unmet budgetary needs necessary to manage the executive
branch enterprise;
—— Clarify, reconcile, and issue, as necessary and to the extent permitted by law, all policies,
standards, and guidelines issued by any agency in furtherance of chapter 35, subchapter II
of title 44, United States Code, and, as necessary and to the extent permitted by law, issue
policies, standards, and guidelines in furtherance of this order; and
—— Align these policies, standards, and guidelines with the Framework.”

Appendix 4:
Ten action items for
moving to shared services
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Ten actions to help guide agencies moving to shared services.53
1. Benchmark current performance: Ask basic questions about your agency’s current performance,
costs and needs in areas identified as candidates for shared services. How much cyber risk is the
agency willing to accept? This information can provide a baseline to help assess the capabilities of
SSPs.
2. Target pain points: What causes you to lose sleep? Can SSPs help alleviate your concerns, while
reducing costs and improving service?
3. Assess standardization and adherence to existing requirements: SSPs can provide for
standardization and help eliminate agency-specific processes that are labor intensive and
expensive to maintain.
4. Streamline and reengineer on the front end: It’s not just about shifting work to someone else,
but prioritizing work that truly needs to be accomplished and determining whether that work can
be cost efficiently outsourced. In supporting agencies across the federal government, we have
observed that they may have far too many controls in some areas that inhibit effectiveness and
efficiency. It is not always about “more” control, but about “smart” control that is strategic and
adds value.
5. Develop business cases: In this way, the agency will consider alternatives and the best strategic
path to meet legitimate agency needs.
6. Establish a governance framework: Expectations and lines of authority must be clear and
enforceable and the organizational structure adaptable to the type of changes that will occur
when moving the shared services as envisioned in EO 13800.
7. Incorporate change management: With any large-scale change, expect the status quo to be
turned upside down. There must be an understanding of the new business model in moving to
shared services.
8. Develop relationships: Understand the SSPs’ business goals, operations, and migration time
frames. You are going into business with another agency, and the day-to-day relationship is
important.
9. Clean up the data or the operations before moving to shared services: What an agency sends
the SSP is what the agency is going to get back. The adage garbage-in, garbage-out still applies.
10.Leadership, leadership and more leadership: This goes without saying. From the Association
of Government Accountants 2013 Federal Financial Systems Summit report, “Successful
modernization efforts are 90 percent leadership and 10 percent technology.”54
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See footnote 25.
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“Executive Report – 2013 Federal Systems Summit,” AGA, February 2013.
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service providers
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Here are six actions that are common to leading SSPs.56
1. Reevaluate and strategically market services: They periodically reevaluate service offerings and
customer needs. They will want to stay ahead of the curve to meet changing customer needs
and expectations and have an up-to-date business model. In the end, price and quality will drive
an SSP’s ability to sell the value of their services. Cybersecurity will be a component of the value
proposition.
2. Continually evaluate customer satisfaction and service levels and seek benchmarking
opportunities: This is no different than any private sector organization that wants to be
successful. SSPs should expect to enter into performance-based contracts that incorporate
performance incentives and penalties.
3. Focus on costs: To do so, SSP’s must know the true cost of the delivering services and
future investment needs. Driving out overhead costs, such as through the use of intelligent
automation,57 and being in the position to invest in system upgrades and cybersecurity protection,
are no different in government than in the private sector.
4. Assess IT scalability and computer security: Can the SSP accommodate the needs of medium
and large agencies? Do they have a strong IT environment that protects systems from breach,
while providing customer agencies flexibility where needed?
5. Differentiate their service from other shared service providers: Put simply, leading SSPs find a
way to stand apart from the crowd.
6. Manage growth: Leading SSPs plan for expansion and dramatic changes in enabling technology
and for rapid changes in cybersecurity risks. They have contingency and migration plans to help
avoid and address customer problems at the outset. And they always remember that their
customers have other options.

56

See footnote 25.

“Demystifying intelligent automation – The layman’s guide to the spectrum of robotics and
automation in government,” by David B. Kirk, PhD, KPMG Government Institute, May 2017.
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Acronyms
ABCs

US Anti-Bot Code of Conduct

GAO

Government Accountability Office

ABI

Anti-botnet initiatives

GPRA

A&D

Aeronautics & Defense

Government Performance and Results
Act of 1993

AGA

Association of Government
Accountants

AICPA

American Institute of Certified Public
Accountants

CFO

Chief Financial Officer

CFO Act

Chief Financial Officer Act

CIO

Chief Information Officer

CISO

Chief Information Security Officer

COBIT

Control Objectives for Information
and Related Technologies

CSRIC

FCC Communications, Security,
Reliability, and Interoperability Council

DDNI

Deputy Director of National
Intelligence

DHS

GPRAMA GPRA Modernization Act of 2010
IBM

International Business Machines

ISP

Internet service provider

IT

Information technology

ITIL

Information Technology Infrastructure
Library

M3AAWG Messaging, Malware and Mobile AntiAbuse Working Group
NASA

National Aeronautics and Space
Administration

NIST

National Institute of Standards and
Technology

OT

Operational technology

OMB

Office of Management and Budget

Department of Homeland Security

RMF

Risk management framework

DoD

Department of Defense

SLA

Service-level agreement

EO

Executive order

SSAE

ERM

Enterprise Risk Management

Statements on Standards for
Attestation Agreements

FBI

Federal Bureau of Investigation

SSP

Shared service provider

FCC

Federal Communications Commission

FedRAMP Federal Risk and Authorization
Management Program
FFMIA

Federal Financial Management
Improvement Act

FISCAM

Federal Information System Controls
Audit Manual

FISMA

Federal Information Security
Management Act of 2002

Presidential executive order 13800

25

© 2017 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG
International”), a Swiss entity. All rights reserved. Printed in the U.S.A. The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDPPS 695418

About the authors
Tony Hubbard
Tony, a KPMG principal, leads the Federal Cybersecurity Advisory practice. Over the past 26
years, he has provided cybersecurity services across a wide range of federal civilian and DoD
agencies. Services include identity access management support, cyber governance, authorization
and accreditation support consistent with the NIST Risk Management Framework, and cyber
assessments under FISMA and NIST guidance. He has authored articles, appeared on media
outlets, such as Government Matters and Federal News Radio, and frequently speaks at professional
events on government cyber challenges and opportunities. Tony is a Certified Information Systems
Security Professional (CISSP) and a Certified Information Systems Auditor (CISA). He serves as
an Executive Fellow of the KPMG Government Institute and is a member of ISACA (formerly the
Information Systems Audit and Control Association), the Information Systems Security Association,
the Information Systems Security Certification Consortium (known as (ISC)2), and the Armed Forces
Communications and Electronics Association, and AGA.
Geoffrey L. Weber
Geoff is a principal in KPMG’s Federal Advisory practice. He has more than 25 years of experience
leading a full range of IT audit and advisory services across numerous DoD organizations. He is a
recognized subject matter professional in IT systems and controls. He frequently shares his insights,
speaking at professional conferences and through professional journal articles and other publications.
His experience covers a wide range of topics, including CFO Act audit readiness support and
readiness examinations given the criticality of IT systems, financial statement audits using the
Federal Information System Controls Audit Manual issued by GAO, and SSAE No. 18 examinations
of IT controls at service providers. He began his career working in the federal government for the
Defense Logistics Agency and then served as an auditor with the DoD Office of Inspector General
before joining KPMG. Geoff has an MBA and is a Certified Information Systems Auditor and a
Certified Information Systems Manager. He serves as an Executive Fellow of the KPMG Government
Institute and is a member of AGA, the American Society of Military Comptrollers, and ISACA.
Jeffrey C. Steinhoff
Jeff, the managing director of the KPMG Government Institute, joined KPMG in 2008 following
retirement from the U.S. Government Accountability Office (GAO), after 40-year federal career.
He served as assistant comptroller general of the United States for Accounting and Information
Management, leading GAO’s largest audit unit, including development of Government Auditing
Standards and the comptroller general’s Standards for Internal Control in the Federal Government.
He is a principal architect of the Chief Financial Officers Act of 1990, the Federal Managers’ Financial
Integrity Act of 1982, as well as other financial management legislation. A CGFM, CPA, CFE,
and CGMA, Jeff is a fellow of the National Academy of Public Administration and a past national
president of the 14,000-member Association of Government Accountants. The recipient of 42
professional awards, Jeff received GAO’s highest honor, the Comptroller General’s Award in 2007,
and was recognized as the Outstanding CPA in the Federal Government by the American Institute of
CPAs in 2006.

© 2017 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG
International”), a Swiss entity. All rights reserved. Printed in the U.S.A. The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDPPS 695418

Related KPMG
thought leadership
Strengthening cybersecurity
through Executive Order 13800

10 Common cyber incident
response mistakes

Seizing the opportunity to protect
information from cyber attacks
through OMB Circular A-130

How to bounce back from
cyber fatigue

Cyber threat intelligence

The State of Cybersecurity from
the Federal Cyber Executive
Perspective

Combating spear
phishing attacks

Connecting the dots

Presidential executive order 13800

27

© 2017 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG
International”), a Swiss entity. All rights reserved. Printed in the U.S.A. The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDPPS 695418

How KPMG can
help
KPMG LLP (KPMG) is a leader in helping federal agencies
and other governmental organizations in the United States.
and globally identify and assess information security and
privacy risks and develop associated actions and controls
to mitigate risk to an acceptable risk level. KPMG has
extensive experience applying the NIST Risk Management
Framework. This enables us to offer applicable experience
working with information systems and applying a thorough
framework and monitoring the risk throughout the life cycle
of system.
KPMG brings the “know-how” to critical elements
by working across the federal government to design,
implement, and/or evaluate the effectiveness of information
security and privacy programs. Our services include, but
are not limited to, assistance with the following:
—— Evaluating agency-level and system level risk
management programs, including the impact to
information security and privacy.
—— Evaluating existing information security and privacy
continuous monitoring programs.
—— Recommending, designing, and/or implementing
mitigation actions to support the effort of reducing
cyber risk to the agency.
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