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e typically keep valu ables
under lock and key. It might be
jewelry in a safe deposit bo>; or
the nation's gold reserve at Fort
Knox. You might be asking,
isn't this article focused on
protecting data? Well, it is. The 2012
World Economic Forum' declared data
to be a new asset class,2 like currency
or gold. It must be protected. The cost
of not doing so can be devastating.
What about our government's vast
data assets, including sensitive national
and homeland security, healthcare, and
personally identifiable information?
Data protection continues to perplex
government and private-sector organi
zations alike. On any given day. we hear
stories about organizations suffering
security breaches. Cyberallackers
recognize the high value of data, and

have the opportun ity and means to
commit criminal acts - even acts of
war- al lheirfingertips from anyplace
in the world. The May 2017 WannaCry
ransomware attack provides a vivid
example.
Given the seriousness of the cyber
threat, and the value of data as an asset,
in]uly2016 lhe Office of Management
and Budget (OMB) updated Circular No.
A-130, Managing /11for111ation as a Stra
tegic Resource (A-130).l and on May 11,
2017, President Donald Trump issued
E1<ecut ive Order 13800, Strengthening

the Cybersec11rity ofFederal Networks and
Critical lnfrnstmct11re (cyber EO).'
This article highlights the data
protection challenge, the update to
A-130, and the requirements of the
cyber EO. We then discuss critical
elements ofa data-protection strategy.

Data Protection Is
Critically Important
Existing volumes of data are
expanding at an exponential speed doubling and then redoubling in a blink
of the eye. In 2013, it was estimated 90
percent of the world's data had been
produced in the previous two years.5
A 2010 estimate pegged the increase
in the volume of global digital data
al more than 40-fold by 2020.6 Tech
nology risks go far beyond securing
email servers, business systems, social
media, mobile and digital devices, and
cloud-based services. Government
must be concerned about securing the
Internet of Things,' smart grids, soft
ware robotics and intelligent systems,
"'ilh additiona I innovative technology
around the corner.
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before possible. Think of
processing super data sets
and applying evidence-based
learning to predictive ana lytks
and hypothesis generation." It's
been reported that Amazon's
personalized recommendations
engine drives up to 35 percent
of its total product sales. The
applications are limitless.
Government has a treasure trove
of data ready to be mined in
the public interest, while being
highly vulnerable to criminal
exploitation.

A survey oflOO federal information
technology (IT) professionals found
that 65 percent had experienced a data
breach and 34 percent experienced
one in the last year. Ninety-six peccent
said their agencies were vulnerable,
with 48 percent very or extremely
vulnerable. The survey also noted that
increased cyber spending by federal
government was markedly lower
than other industries, and 53 percent
of respondents cited lack of adequate
resources and staff.8
ln another survey' of executive-level
government officials and contractors:

D Technology advancements will

D Fifty-nine percent said their
agency struggles to understand
how cyberattackers could poten
tially breach their systems.

drive significant efficiency and
effectiveness, with cost reduc
tion of 40 to 75 percent possible
in some finance processes, while
improving speed, accuracy
and control." Data protection,
thereby, needs to intensify.

D Sixty-five percent did not believe
the federal government, as
a whole, can detect ongoing
cyberattacks.

D The public expects to be able to

C Lack of accountability was

consistently identified as a top
challenge, with some respon
dents unable to identify a seni.or
leader within their agency
whose sole responsibility is
cybersecurity.
0 Forty-two percent indicated
their people are their organiza
tions' greatest vulnerability to
cyberattacks.

Whether organized crime, nalion
states, cyber espionage or insider
threats, cyberattackers increasingly
wreak havoc by targeting critical data
assets. Cyberattacks are widely recog
nized as a top national security threat.
Government information systems,
especially antiquated legacy systems,
supported by inadequate staffing and
operating practices, are highly vulner
able and valuable targets.
Jn the 2012 Office of Personnel
Management data breach, hackers
stole sensitive personnel and personal
information of 22 million Ameri
cans. Cybersecurity concerns have
been prominent on the Government
Accountability Office's High-Risk list
since 1997.10 According to Symantec,
' In 2016, the most effective bank
robbers were armed with computers,
not guns; billions of dollars were stolen
in virtual attacks:" Americans saw
first-hand the release on WikiLeaks

of sensitive political correspondence
during the 2016 presidentia I campaign
and the earlier release of vital national
security information by Edward
Snowden and Chelsea Manning. And
on Mayl2, 2017, computers in dozens
of countries, including Great Britain,
Spain and Russia, were sudden ly
disabled by the WannaCry ransom
ware attack.
The security director of a civilian
federal agency said, ·rhe playing field
is tilted in favor of the adversary. To
alter this reality, a fundamental shift
is required in how the government
approaches cybersecurity."11
Data protection hinges on respon
sibly balancing risk and reward. Let's
look at the landscape impacting the
foture.
0 Research by McKinsey concluded

more open data could lead to
$3 trillion of potential economic
value, worldwide, across
seven domains; with the U.S.
accounting for $1.1 trillion." f\t
the same, data-security risks
increase.

d Cognitive technology provides
structured insight, empowering
decision-makers in ways never

interact with government elec
tronically. Government ca nnot
afford to do otherwise with
tightening personnel budgets
and ever-increasing workloads
against a backdrop of serious
long-term fiscal sustainability
challenges." Increased digital
delivery ofgovernmenl services
and citizen access to govern·
ment·maintained data brings
associated cyber risks.

D Lack of absolute assurance
against cyberattacks has long
becu understood by cyber profes
sionals. lt's now widely under
stood. In 2014, an estimated
17.6 million Americans, about
seven percent of U.S. residents
age 16 or older, were victims
of identity theft (including two
authors of this article)."

Circular A· 130 Changes
the Playing Field
The revised circular recognizes the
nexus between the dramatic and rapid
pace of changes in the landscape, and
the opportunity to strengthen the busi
ness of government through digital
delivery of programs and services,
together with serious threats to data
protection. It establishes general
policy regarding the management of
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information security and privacy risk,
and provides additional detail in two
comprehensive appendices.
Appendix J, Responsibilities for
Protectirig mid Managing Federal l11for
matio11 Resources, establishes require
ments for agency information security
and privacy programs, and provides
guidance on a coordinated approach
to data protection to cover the (1) orga
nization; (2) business or process; and
(3) information systems. The goal
is protection against unauthorized
access, use, disclosure, disruption,
modification and/or destruction
through a risk management frame
work. The circular appl ies to agencies
and service providers.
Appendix II, Respo11sibilities for
Mn11agi11g Personally ldentifinble l11for111a
tio11, oul'lines general responsibilities,
sum ma ri1~ key privacy requirements
in other sections of A·130 and provides
implementation guidance."

and the OMB director within
90 days. Agencies must document
risk mitigation and acceptance choices
to include strategic, operational
and budgetary considerations; any
accepted risk; and action plans to
implement the NIST framework.
Within 60 days of the agency plans, a
consolidated government plan is to be
subm rtted to the president. The cyber
EO also calls for preference to using
shared IT services.'~
While not covered in this article,
the cyber EO also addresses cyberse·
curity of critical infrastructure, such
as systems at the greatest risk of attack
with impacts on public health, safety,
economic security and national secu·
rity. It further addresses marketplace
transparency regarding cybersecu
rity risk; resilience against bot nets
and other automated, distributed
threats; electricity disruption incident
response capabilities; and warfightlng
capabilities.

The Cyber EO, in a Nutshell
The "buck stops· at the top.

6

"Agency heads will be held
accountable by the President for
implementing risk management
measures commensurate
with the risk and magnitude
of the harm that would result
from unauthorized access,
use, disclosure, disruption,
modification, or destruction of IT
and data. They will also be held
accountable by the President
for ensuring that cybersecurity
risk management processes
are aligned with strategic,
operational, and budgetary
planning processes .. .'

Critical Elements of a Data
Protection Strategy
We offer for consideration 10
elements of a practical cybersecurity
implementation strategy. Elements are
intended to work together and repre
sent transformational change in the
way federal agencies, their personnel,
and contractors address growing data
security and privacy risks. These
elements aren't driven by technolugy,
but are fundamenta l cyber hygi1me
elements encompassing people a nd
processes. While technology is a
necessary cyber enabler, gooa cyber
hygiene needs to be driven by strong
people and processes.

1. Cascade responsibility and under
standing throughout the agency.
The agency heads' responsibili·
ties under the cyber BO need to
cascade throughout the organi·
zation, so everyone, not just the
cyber workforce, understands
the critical importance of infor·
mation protection and their role.
2. Develop the cyber workforce.
There's an urgent need to focus
on the hwnan element and
implement a more-balanced
approach to the people + process
+technology equation. More
technology, alone, will not
protect information systems
from cyberattack. It's critica.1to
build and retain highly skilled
cyber ta lent, The National
Academy of Public Adminis
tration's October 2015 report,

Increasing the Effectiveness of
l/1e Federal Role i11 Cybersecurity
Education, spoke to the need for
a well-trained cybersecurity
workforce, and the severe
shortage of properly trained
and equipped cybersecurity
professionals in the United
States.'° The cyber EO requires
an assessment of•the scope
and sufficiency of efforts to
educate and train the American
cybersecurity workforce of the
future, including cybersecurity
related education curricu la,
training and apprenticeship
programs, from primary
through higher education:
It focuses on the growth and
sustainment of the cyber work
force in both government and
the private sector.

D "Effective risk management

requires agency heads to lead
integrated teams of senior
executives with expertise in IT,
security, budgeting, acquisi
tion, law, privacy, and human
resources."

For federal networks, agencies
are required to use the Framework
for Improving Critical l11frastruct 11re
Cybersec11rity developed by the
National Institute of Standards and
Technology (N IST framework). A
risk management report is due to
the Secretary of Homeland Security
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3. Find 1he rig In balance belween
data protection and accessibility.
Aligned with mission priorities,
risks and risk tolerance, tailor
information security program
around foudundamental
concepts:
D Prevenl: Understand threat

intelligence to stop or diffuse
cyberattacks. Prevention
is the first and best line of
defense.

D Improve: Build upon current
cyber programs by adopting
leading practices. Thoroughly
understand risks and possible
mitigation strategies.
Oe1ec1: Know early when
something just isn't right.
It's common for major data
breaches to go undetected
for lon.g periods of time.
:J Respond : Stay on top of cyber
incidents and drive to correc
tive actions that mitigate risks
lo an acceptable level. Having
hundreds of open audit rec
ommendations or unresolved
cyber incident reports is a
sign of even larger problems.

4. Identify and rank current and
emerging cyber risks based on
management's determination
of the potential risk impac1 and
likelihood of occurrence. The
cyber EO focuses on cyber risk
management. This links to the
enterprise risk management
mandate in OMS Circular A-123,

Manageme11t's Responsibility
for Enterprise Risk Ma11agcment
and l11ternal Control." Establish
the agency's appetite for cyber
risks, and the value of data
assets at risk. Cybersecurity
shou Id be on every agency's
high·risk list, so how to best
target cybersecurity investments
is important. Consider the
potential likelihood and impact
of cybersecurity vulnerabilities
to critical areas such as program
delivery, national security,
monetary, health, safety and
privacy. Remember, the need
for confidence in government's
ability to safeguard information
wi ll on ly increase with the

move to greater digitalization
of service delivery and on line
citizen interaction. Always keep
insider threats on the radar to
avoid critical data losses the
Snowden and Manning cases
exemplified.
5. Assess existing information
security and privacy controls, and
01her actions to mitigate identified
risks, which could encompass
reducing, accepting, avoiding,
and/or sharing the risk. This
process includes (a) collabora
tion across all agency levels
and organizations, and with
conlraclors and stakeholders
and (b) assessments that test
controls to ensure they are
properly designed and operating
effectively as expected, such as
table·top exercises to simulate
cyberattacks. Start first with
identifying risks, then look at
the effectiveness and efficiency
of existing controls to mitigate
those risks.
6. Establish continuous monitoring
programs premised on the
agency's cyber risk tolerance
and used day-to-day to manage
cyber risks. Circular A-130
requires continuous monitoring.
Cyber investments should be
tracked, focusing on outcomes
through mitigation. Adopt
maturity models to continually
gauge progress and value.
The cyber landscape is ever
changing, and staying ahead
of bad actors will remain
daunting. Situational awareness,
intelligence gathering and
effective cyber response are
imperative. Oversight should

be proactive and preventive,
followed by timely detection
and aggressive remediation
of hign~risk situations.
1. Avoid simply "checking the boxes"

whether it be in developing
plans called for in the cyber
EO, or authorization and
reauthorization decisions for
information systems under
A-130. These shouldn't be
compliance exercises, but a
means of honestly assessing
and reporting where the agency
stands, a nd how it will mitigate
risk. Simply checking the boxes
is never a good thing; but it's
even more problematic when
potential impact is high. Expect
to identify additional problems
and make dramatic changes.
8. Establish and implement a com pre·
hensive security and privacy
incident reporting and remediation
program. It's critical to identify
and address root causes, not
simply a cause; otherwise,
organizations treat symptoms of
a problem. !:.stabli sh clear action
steps that break down organ i
zational stovepipes and move
beyond the status quo. Leverage
leading practices. Don't need·
lessly reinvent the wheel. Be
honest about resource needs,
spend resources wisely and set
deadlines, with someone on
point to drive action.
9. Establish comprehensive contin·
gency plans for recovery and
reconst itution of information
systems to a secure state after
a disruption, compromise, or
failure. Plan as ifa problem
will occur.

Copyright 2017 Association of Government Accountants. Reprinted with permission. All rights reserved. NDPPS 711883
FAU.JDO

10. Work closely with stakeholders.

Whether agency data resides at
another federal agency, govern
ment level, contractor or third
party, or if the agency shares
with, or has access to informa
tion from, another organization,
data musl be safeguarded.

FinalThoughts
Think of today's cyber environ
ment as in the cross-hairs; attackers
can come in lhe dead of night, from
anywhere in the world, without you
knowing until it's too late. The threat
is real, increasingly dangerous, and
ever-changing.
Cybercriminals and cyberterrorists
threaten our national and economic
security, our health and safety, our way
oflifo, and ourfundamcntal freedoms.
They do so with impunity and don't
discriminate between public- and
private-sector. Putting a man on the
moon typifies what American's can
achieve when we are a 11-in as a nation.
The cyber war requires everyone to be
commith?d to a common cause that
has no organizational or political
bound s. The nation has the talent,
and combined with strong leadership
and will to succeed, we can prevail, by
protecting our data assets in a perilous
world. U
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