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Introduction
We face a perilous and ever-evolving cyber environment
that touches all aspects of American government,
business, and everyday life. The consequences of cyber
attacks against our nation’s critical infrastructure could
have a devastating impact on our national security, health,
and welfare.
High-profile data breaches and cyber attacks continue to
make headline news. On February 7, 2018, the Associated
Press reported that “Russian hackers exploited a key
vulnerability to go after the nation’s most secret and
advanced defense technology.”1 On February 21, 2018,
the Center for Strategic and International Studies (CSIS),
in partnership with McAfee, reported “that close to
$600 billion, nearly one percent of global GDP, is lost to
cybercrime each year,” up from $445 billion three years
ago.2 In a February 22, 2018 report, Thales concluded that
“federal agency data is under siege,” with 57 percent of
federal agencies experiencing a data breach in the past
year, over three times the number of agencies reporting
breaches two years ago.3
The stakes are particularly high for the Department of
Defense (DoD), which is under continuous cyber attack.
A February 2017 report by the Defense Science Board

Task Force on Cyber Deterrence concluded that “the cyber
threat to U.S. critical infrastructure is outpacing efforts to
reduce pervasive vulnerabilities.” The outcome is that the
U.S. must “lean significantly on deterrence to address the
cyber threat posed by the most capable U.S. adversaries”
and devise a “proactive and systematic approach to U.S.
cyber deterrence.”4
As with any threat, an essential component of
cybersecurity is thoroughly understanding current,
emerging, and future risks. A 2016 (ISC)2 and KPMG
survey of executive-level U.S. government officials and
contractors found that 59 percent of respondents believed
their agency struggled to understand how cyber attackers
could potentially breach their systems. In the same survey,
65 percent of the respondents did not believe that the
federal government as a whole was able to detect ongoing
cyber attacks.5
Given the growing seriousness of cyber threats and
resultant attacks, on May 11, 2017, President Trump
signed Executive Order (EO) 13800, Strengthening
the Cybersecurity of Federal Networks and Critical
Infrastructure.6 Additionally, on December 12, 2017,
the president signed the National Defense Authorization

1

“Russian hackers exploited a key vulnerability to go after the nation’s most secret and advanced defense technology,” The
Associated Press, February 7, 2018. Accessed at: https://www.apnews.com/210712cc1f704b1e81f02f4e322e38e1.

2

 Economic Impact of Cybercrime – No Slowing Down,” CSIS, in partnership with McAfee, February 21, 2018 (https://www.cis.
“
org/analysis/economic-impact-cybercrime).

3

 2018 Thales Data Threat Report – Trends in Encryption and Data Security, U.S. Federal Edition, Executive Summary,” issued
“
by Thales in conjunction with analyst firm 451 Research, February 22, 2018 (https://dtr.thalesesecurity.com/pdf/2018-thales-dtrfederal-edition-executive-summary.pdf).

4

http://www.acq.osd.mil/dsb/reports/2010s/DSB-CyberDeterrenceReport_02-28-17_Final.pdf.

5

 The State of Cybersecurity from the Federal Cyber Executive Perspective,” (ISC)2 and KPMG, May 19, 2016 (http://www.kpmg“
institutes.com/content/dam/kpmg/governmentinstitute/pdf/2016/federal-cyber-survey.pdf).

6

 O 13800 broadly attacks cybersecurity across three interrelated aspects to provide a national approach: (1) federal networks,
E
or how the federal executive branch safeguards its own IT systems; (2) the federal government’s leadership role to identify
and support cybersecurity of critical infrastructure at greatest risk across all levels of government and all sectors of business;
and (3) national implications of cybersecurity that transcend federal networks and critical infrastructure so the Internet remains
valuable to future generations. (https://www.whitehouse.gov/presidential-actions/presidential-executive-order-strengtheningcybersecurity-federal-networks-critical-infrastructure/).
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Act (NDAA) for Fiscal Year 2018 (FY18), which established
spending levels and a range of policies for DoD, including
provisions focused on cybersecurity.7 EO 13800 and the
NDAA exemplify the priority being given to modernizing
information technology (IT) in response to growing
cyber threats and to shaping the future of the U.S. cyber
infrastructure to maintain dominance over our adversaries.
This KPMG Government Institute white paper highlights
the implications of the NDAA’s IT and cybersecurity
provisions and provides our perspectives on the way
forward. This white paper complements the Government
Institute’s August 2017 white paper, “Presidential Executive
Order 13800: Strengthening Cybersecurity of Federal
Networks and Critical Infrastructure – Perspectives on
implementation challenges and leading practices,”8
and its November 2016 issue brief, “Seizing the
opportunity – Protecting information from cyber attacks
through OMB Circular A-130.”9

7

 ublic Law 115-91 (https://www.congress.gov/bill/115th-congress/houseP
bill/2810/text).

8

 he KPMG Government Institute, August 23, 2017 (http://www.
T
kpmg-institutes.com/institutes/government-institute/articles/2017/08/
presidential-executive-order-13800--strengthening-cybersecurity-.html).

9

 he KPMG Government Institute, November 15, 2016 (https://www.
T
kpmg-institutes.com/institutes/government-institute/articles/2016/11/
seizing-the-opportunity-to-protect-information-from-cyber-attack.html).
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Cybersecurity provisions of the FY
2018 NDAA and our perspectives
The cyber-related provisions within the FY18 NDAA
include modernization of the nation’s existing IT systems
through improvement, replacement, and retirement and
address the linkage between modernization of the nation’s
cyber defenses and IT systems as a central component
in combatting evolving cyber threats. Combined with EO
13800 and the corresponding December 2017 “Report to
the President on Federal IT Modernization,”10 the NDAA
helps pave the way for IT modernization and transformation
across the DoD, as well as other federal agencies.
This white paper addresses eight issues that are keyed to
specific sections in the FY18 NDAA.
1. Section 1077: Establishment of agency IT systems
modernization and working capital funds
2. Section 1078: Establishment of the Treasury Technology
Modernization Fund and Board

10

3. Section 1639: Measurement of compliance with
cybersecurity requirements for defense industrial
control systems
4. Sections 1640 and 1641: Development of a plan for
strategic cybersecurity program and increased cyber
and information operations, deterrence, and defense
5. Section 1642: Evaluation of agile or iterative
development of cyber tools and applications
6. Section 1644: Review of the defense cyber posture
7. Section 1646: Cyber applications of blockchain
technology
8. Sections 911 to 913: Data management and
analytics requirements

 he report was prepared in response to a requirement in EO 13800. From the report’s Executive Summary: “This report
T
outlines a vision and recommendations for the Federal Government to build a more modern and secure architecture for
Federal IT systems.” (https://itmodernization.cio.gov/assets/report/Report%20to%20the%20President%20on%20IT%20
Modernization%20-%20Final.pdf).
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Establishment of agency IT systems modernization and
working capital funds
Federal agencies continue to be burdened with many
aged, mission-critical legacy systems. As of 2016, the top
10 reported oldest legacy federal government IT systems
ranged from 39 to 56 years old. These systems routinely
performed critical functions, such as processing tax
returns and coordinating the use of U.S. nuclear forces,
despite relying on both outdated and unsupported
hardware and software.11 For FY17, the operations and
maintenance of legacy systems consumed upwards of
80 percent of the $85 billion the federal government
spent on IT.12
The FY18 NDAA codified the Modernizing Government
Technology Act (MGT Act), which was attached to the
NDAA as an amendment. To address the deficiencies
associated with aging IT systems, Section 1077 of the
FY18 NDAA and the MGT Act authorize DoD (as well
as other federal agencies covered under the CFO Act
of 199013) to establish IT system modernization and
working capital funds to:
—— Improve, retire, or replace existing IT systems to
enhance cybersecurity and increase efficiency
and effectiveness
—— Transition legacy IT systems to commercial cloud
computing and other innovative commercial platforms
and technologies, including consolidating services
across multiple agencies
—— Assist and support efforts to provide adequate,
risk-based, and cost-effective IT capabilities that address
evolving threats to information security.
A 2017 study of cybersecurity breaches at federal agencies
discovered that “agencies that invest more in new IT
development and modernization experience fewer security
breaches than ones that invest more in maintenance

of legacy systems. Outsourcing legacy systems to the
cloud also reduces the frequency of security breaches.”14
However, despite extensive efforts, modernization and
replacement of outdated DoD business systems has
remained on the U.S. Government Accountability Office’s
(GAO) High-Risk list since 1995. GAO’s 2017 High-Risk
Series report noted that the DoD “spends billions of
dollars each year to acquire modernized systems that
are fundamental to achieving its business transformation
goals, including systems that address key areas such
as personnel, financial management, health care,
and logistics.” Despite this expenditure, GAO concluded
that “significant challenges remain” regarding DoD’s ability
to fully define and establish “management controls for
business systems modernization” that take into account
the “size, complexity, and significance” of this effort.15
To help address the issues surrounding legacy systems,
the FY18 NDAA dictates the increased use of commercial
cloud-computing and other innovative technologies. This
builds on provisions in the FY17 NDAA conference report
requiring DoD to develop a plan to establish a more
optimized organizational structure and process for business
system modernization.16 Instituting cloud-computing
technologies will naturally result in increased operational
flexibility and can be instrumental in DoD’s ability to retire
legacy systems. Our experience is that clear direction
and oversight for this must come from the top—in DoD’s
case through the chief management officer (CMO) on
behalf of the Secretary of Defense. This direction will be
important to break down organizational stovepipes and
other impediments that have long stood in the way of
meaningful transformational change, such as greater use
of shared services and development of standard systems
across DoD.

11

 Here Are 10 of the Oldest IT Systems in the Federal Government,” by Jack Moore, Nextgov.com, May 25, 2016. For more
“
information on the challenges of legacy systems, including the two examples cited above, see “Federal Agencies Need to
Address Aging Legacy Systems,” GAO-16-468, May 2016 (https://www.gao.gov/assets/680/677436.pdf).

12

ITDASHBOARD.gov (https://myit-2018.itdashboard.gov/drupal/summary/007).

13

Public Law 101-576, November 15, 1990 (https://www.gpo.gov/fdsys/pkg/STATUTE-104/pdf/STATUTE-104-Pg2838.pdf).

14

 Security Breaches in the U.S. Federal Government,” Min-Seok Pang and Hüseyin Tanriverdi, Fox School of Business
“
Research Paper No. 17-017, March 7, 2017, (Available at SSRN: https://ssrn.com/abstract=2933577 or http://dx.doi.org/10.2139/
ssrn.2933577).

15

 IGH-RISK SERIES: Progress on Many High-Risk Areas, While Substantial Efforts Needed on Others, GAO-17-317, February 15,
H
2017 (https://www.gao.gov/assets/690/682765.pdf).

16

Public Law 114-328, December 23, 2016 (https://www.govtrack.us/congress/bills/114/s2943).
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In this regard, among the actions called for in the December 2017
“Report to the President on Federal IT Modernization,”17 are to:
—— Prioritize modernization of high-risk, high-value legacy systems,
or high-value assets (HVA),18 by focusing on enhancement of
security and privacy controls for essential mission systems
—— Use real-world implementation test cases to identify solutions to
current barriers regarding cloud adoption
—— Consolidate and standardize network and security service
acquisition to take full advantage of innovation and economies
of scale, while minimizing duplicative investments in existing
security capabilities
—— Shift to shared services to enable future IT network architectures
—— Enable use of commercial cloud services and accelerate adoption
of cloud e-mail and collaboration tools
—— Provide consolidated capabilities that replace or augment existing
agency-specific technology to improve both visibility and security
—— Realign IT resources appropriately, using business-focused,
data-driven analysis and technical evaluation.
As federal agencies move to greater use of shared service and
commercial cloud computing, a word of caution from the author19 of
the 2018 Thales Data Threat Report: “The massive adoption of cloud
computing does not correlate with implementations of data security
tools suited to protect these new environments. Although 78% view
data-in-motion and 77% view data-at-rest encryption as the most
effective tools for protecting data, only 23% of U.S. respondents
have implemented encryption in the cloud. Additionally, only 31%
claimed cloud computing security was a top spending priority.”20
DoD stands to appreciably benefit by taking full advantage of
the monies associated with the IT modernization and working
capital funds established in the FY18 NDAA, together with the
application of leading practices included in the December 2017
“Report to the President on Federal IT Modernization.” To achieve
the desired results, IT investments will need to be premised on
adherence to disciplined processes that include the rigor of leading
system acquisition and development practices and imbed sound
cybersecurity to help achieve cost, schedule, performance, and
information security expectations.

17

See footnote 10.

18

 hese systems, also referred to as “crown jewels,” represent an organization’s
T
system and technology assets that are imperative to the maintenance and
operations of business systems critical to the mission.

19

Garrett Bekker, 451 Research Principal Analyst, Information Security.

“Thales: U.S. Federal Government Agencies experience more than 20% increase
in data breaches,” February 22, 2018 (https://www.thalesesecurity.com/about-us/
newsroom/news-releases/thales-us-federal-government-agencies-experience-more-20increase).

20
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Establishment of the Treasury
Technology Modernization Fund
and Board
IT modernization and innovation called for in Section 1077 of the
2018 NDAA is further supported by establishment of the Treasury
Technology Modernization Fund in Section 1078. This fund provides
$250 million for FY18 and FY19 to enhance cybersecurity and
privacy and improve the long-term efficiency and effectiveness
of DoD IT products and services. To gain funding, agencies will
be required to submit modernization proposals to the Technology
Modernization Board, which is to look favorably upon proposals that
address the “greatest security, privacy, and operational risks,” as
well as those that have widespread, government-wide impact and a
high probability of success.
The proposal evaluation criteria to be used by the Technology
Modernization Board should naturally drive agencies toward
collaboration and recognize the nature of attacking collective
challenges across DoD by leveraging financial resources and
cybersecurity talent. In turn, increased collaboration will require
some level of cultural transformation. Government agencies
typically engage in duplicative work on similar but separate
IT systems, instead of leveraging leading practices or the
systems of other agencies. It is common in DoD for the military
services to develop separate systems to provide the same or
similar functionality.
Going forward, agencies could capitalize on the use of the
Technology Modernization Fund to address common issues, such
as business transformation and systems modernization. While
breaking down barriers within and between agencies will be
challenging, it is essential for overall IT modernization that leverages
leading practices, produces government-wide cost savings, and
incorporates critical cybersecurity capabilities to propel federal IT
systems to the 21st century.
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Measurement of compliance with cybersecurity
requirements for defense industrial control systems
In an effort to protect industrial control systems (ICS)
that have been targeted by hackers at an increasing rate,
the FY18 NDAA dictates the review and update of the
cybersecurity scorecard used by DoD to measure progress
in securing essential ICS from cyber attack. Included,
for example, are supervisory control and data acquisition
systems, distribution control systems, programmable logic
controllers, and platform IT.
Section 1639 speaks to the growing need to protect
critical systems from breaches given the increasing
cyber attack surface presented by interconnected IT, ICS,
and operational technology. It was reported in December
2017 that “a threat actor with possible nation-state backing
recently disrupted operations at a critical infrastructure
facility when trying to reprogram a system used for
monitoring the safety of industrial systems (ICS) …
using custom malware.”21 While the location of the incident
is undisclosed, such a breach represents a national security
threat to critical infrastructure facilities nationwide.

Performance metrics that are used to help manage
adherence with ICS cybersecurity requirements and
measure progress and shortfalls are essential to overall IT
transformation. The cybersecurity scorecard can serve as
not only an essential cybersecurity management tool, but
also as an accountability tool that facilitates DoD’s ability
to continue to improve mechanisms focused on protecting
national security systems and the defense infrastructure.
Continued monitoring provides needed intelligence
to anticipate and prevent, or at least react early and
decisively, to cyber attacks. Scorecards are most effective
when viewed as day-to-day management tools and not
a compliance requirement. Scorecards should provide
additional information to help aggressively manage cyber
risk real-time, and not simply result in checking a box that
one is available.

Development of a plan for strategic cybersecurity program
and increased cyber and information operations, deterrence,
and defense
In the absence of an overarching, consolidated national
cybersecurity program, sections 1640 and 1641 of the FY18
NDAA require the Secretary of Defense, in consultation
with the Director of the National Security Agency (NSA),
to submit to the congressional defense committees a plan
for establishing the new “Strategic Cybersecurity Program”
(SCP) focused on:
—— Offensive cyber systems
—— Long-range strike systems
—— Nuclear deterrent systems
—— National security systems
—— Critical defense infrastructure.

Development of this plan will require an appropriate and
comprehensive review of DoD systems and infrastructure
as a prerequisite to developing acquisition plans for
any new systems and changes to the IT infrastructure.
Also, given the extent of significant cyber activities
occurring throughout DoD, the plan is to complement
and strengthen existing DoD cybersecurity efforts,
not duplicate them. Examples cited in the FY18 NDAA are
leveraging the evaluation of cyber vulnerabilities of major
weapon systems required under section 1647 of the FY16
NDAA and of critical infrastructure required under section
1650 of the FY17 NDAA.
With regard to the development of a strategic
cybersecurity program, the requirements in EO 13800
provide additional context. Section 1 of EO 13800 calls for
IT cybersecurity risk management processes to be aligned

“TRITON Attacker Disrupts ICS Operations, While Botching Attempt to Cause Physcial Damage,” Jai Vijayan, DARKReading,
December 14, 2017 (https://www.darkreading.com/attacks-breaches/triton-attacker-disrupts-ics-operations-while-botching-attemptto-cause-physical-damage-/d/d-id/1330650).

21
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with strategic, operational, and budgetary processes for
all agencies. Linking cybersecurity to these processes
underscores how integral cybersecurity is to mission
achievement. Moving forward, agencies can benefit from
viewing cybersecurity as an imperative responsibility and
embedding cybersecurity into normal, day-to-day business
processes and operations, so cybersecurity becomes
second nature and adds clear value instead of feeling like
an operational burden. Under EO 13800, agencies are to
use the Framework for Improving Critical Infrastructure
issued by the National Institute of Standards and
Technology (NIST).22
Our experience in developing cybersecurity strategy has
been that organizations benefit greatly from undergoing
a comprehensive cyber maturity assessment (CMA),

which provides a valuable benchmark against leading
practices. A CMA can be instrumental in helping agencies
and organizations identify gaps and solutions using
a holistic approach, ultimately leading to a prioritized
list of existing issues, mapped to action items and
achievable goals.
We look at CMA across three phases as depicted
in Figure 1. In each of these phases, a CMA would
incorporate leading practices that are customized to
address specific situations, while fully leveraging the range
of cybersecurity insights already available in DoD and
commercial best practices.

Figure 1

CMA phases
Phase I – Information gathering

Phase II – Analysis

Engage leaders, determine
the organization’s current risk
appetite, and understand what
sort of cyber capability is desired.

Assess the current cyber
capability that exists in the
organization.

Outputs include:
—— Current state assessment
—— Identification of HVAs or
“crown jewels”
—— Mapping of threats and risks to
HVAs and enabling assets
—— Validation of current state
technical controls
—— High-level view of key assets
and risks

Outputs include:
—— Gap analysis on people,
processes, and technology
—— Application of cyber threat
intelligence (CTI) and ranking
of threats based on profile and
landscape
—— Determination of inherent and
net risk exposure
—— Risk register with risks
classified and prioritized

Phase III – Strategy and roadmap
Propose potential options to
manage risk within tolerance, and
a roadmap from current to future
state.
Outputs include:
—— Future state targeted model
with roadmap, action plan,
and timeline
—— Development of improvement
initiatives, focused on
(1) root causes of gaps,
with priority on HVAs, (2)
adoption of leading cyber
practices, (3) legacy system
modernization, (4) shared
services and standardization,
(5) disciplined implementation
processes, and (6) change
management concepts
—— Executable project charters
for improvement

DoD certainly would not be starting from scratch given the
vast array of knowledge already gained regarding DoD’s
cyber risks and cybersecurity readiness posture. Ultimately,
the CMA process can connect all aspects of security
22

together into an integrated strategy to frame a cohesive
DoD-wide cybersecurity program focused on a target cyber
end state that first and foremost protects HVAs, while
reducing overall risk.

 he Risk Management Framework (RMF) is established under NIST Special Publication (SP) 800-37 Revision 1, Guide
T
for Applying the Risk Management Framework to Federal Information Systems. (http://nvlpubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-37r1.pdf). Also, see NIST SP 800-53, Security and Privacy Controls for Federal Information
Systems and Organizations (http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf).
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Evaluation of agile or iterative development of cyber tools
and applications
Under Section 1642 of the FY18 NDAA, the U.S. Cyber
Command is tasked with performing an evaluation
of “alternative methods for developing, acquiring,
and maintaining software-based cyber tools and
applications.” The goal is to speed the development of
new cyber capabilities, identify and deliver more effective
tools and capabilities, and create a repeatable, disciplined
process through which progress and success or failure
can be continuously assessed. The evaluation is also
to consider agile or iterative development practices,
agile acquisition processes, and other similar leading
commercial industry practices. Consistent with the
December 2017 “Report to the President on Federal IT
Modernization,”23 the NDAA expresses a desire to better
integrate commercial innovation into DoD and reduce the
often lengthy amount of time it takes for such integration.
Also, as a world-class problem, cybersecurity
requires world-class talent—not the lowest-cost,
technically acceptable solution or worker. The 2017 Global
Information Security Workforce Study found that 69
percent of government workers believed there were too
few information security workers in the federal workforce.24
Government respondents attributed this shortage to
a difficulty in finding and retaining qualified personnel,
as well as an insufficient understanding of the qualifications
required of information security employees. Forty-nine
percent of government respondents also believed that
the shortage contributed greatly to the incidence of
government security breaches.
Section 1642 requires DoD to actively engage both
the private sector and DoD-trained subject matter
experts to achieve greater IT modernization, increased
agility, and meaningful reform. DoD is directed to
evaluate the nation’s existing IT workforce and assess

missions, roles and responsibilities, and supporting
policies throughout DoD. The results can be used to
help drive change in strategy, policy, and governance,
eliminate superfluous cyber roles and responsibilities,
and consolidate essential cyber functions across DoD.
Further, Section 1642 includes an assessment of the
training and education requirements for DoD personnel
in all areas and levels of management relevant to the
successful adoption of new acquisition models and
methods for developing, acquiring, and maintaining cyber
tools and applications.
Through an evaluation of the current IT workforce
and cyber-related missions, roles, and responsibilities
agency-wide, DoD stands to improve both the structure
and caliber of its cyber workforce. This will naturally drive
the changes called for in Section 1642, including the
faster development of cyber capabilities and tools through
innovative design and development methods practiced by
the commercial industry.25
Competition for cyber talent will likely remain fierce.
The 2017 Global Information Security Workforce Study
forecasted that the shortage of qualified cybersecurity
staff worldwide will reach 1.8 million people by 2022.26
This figure is up 20 percent from the 2015 study.27 It will be
important for DoD to assess its competition and develop
a long-term strategy to become an employer of choice
for cybersecurity professionals. Leading practices include
(1) excepted service hiring authority to streamline hiring,
(2) simplifying and accelerating what can be a cumbersome
job classification process, (3) refocusing applicant
screening to primarily focus on actual skills assessment,
and (4) partnering with the private sector.

23

See footnote 10.

24

 2017 Global Information Security Workforce Study – U.S. Federal Government Results,” Center for Cyber Safety and Education
“
and (ISC)2 (https://iamcybersafe.org/wp-content/uploads/2017/05/2017-US-Govt-GISWS-Report.pdf).

25

 he adoption of commercial industry practices again ties to the actions recommended in the December 2017 “Report to the
T
President on Federal IT Modernization.” (See footnote 10.)

26

See footnote 24.

27

2015 (ISC)2 Global Information Security Workforce Study,” A Frost & Sullivan White Paper, April 16, 2015 (https://iamcybersafe.
org/wp-content/uploads/2017/01/FrostSullivan-ISC²-Global-Information-Security-Workforce-Study-2015.pdf).
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There are promising initiatives. For example, DoD has
been focused on building and sustaining its uniformed
cyber workforce and then working to retain this talent
once the soldier leaves active duty through programs such
as the Army Reserve’s Cyber Public Private Partnership.28
In addition, supported by the Department of Homeland
Security, through a contract with the Center for Internet
Security, the mission of the U.S. Cyber Challenge (USCC) is
to address shortages in the cyber workforce. “USCC’s goal
is to find 10,000 of America’s best and brightest to fill the
ranks of cybersecurity professionals where their skills can
be of the greatest value to the nation.”29
Not to be overlooked is that all government employees
will need to have and maintain certain baseline cyber
skills. A sense that cybersecurity is everyone’s job needs
to be instilled in the cultural fiber of every organization,
employee, and contractor. In this regard, management’s
tone at the top becomes an important ingredient in
promoting building blocks for such transformational change.

Review of the defense
cyber posture
To clarify the near-term policy and strategy for cyber
deterrence, Section 1644 of the FY18 NDA requires the
Secretary of Defense to conduct a comprehensive review
of U.S. cyber posture for the period beginning five years
and ending 10 years after enactment of the FY18 NDAA.
Among the elements to be included in the review are:
—— The role of cyber forces in military strategy, planning,
and programming
—— The role of cyber operations in combatant commander
operational planning, and the ability to react to hostile
acts by adversaries
—— Norms for conducting offensive cyber operations for
deterrence and in crisis and conflict.
Looking ahead to the future is a vital component of
proactively addressing cyber threats and developing cyber
responses integral to the national defense strategy.

28

 Competition for Cyber Talent Drives New Army and DHS Efforts,”
“
John Slye, April 22, 2015 (https://iq.govwin.com/neo/marketAnalysis/
view/370?researchTypeId=1&researchMarket=).

29

https://www.uscyberchallenge.org/our-mission.
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Cyber applications of blockchain technology
Given blockchain’s expanded usefulness throughout DoD,
Section 1646 of the FY18 NDA requires the Secretary
of Defense, in consultation with other agency heads
deemed appropriate by the Secretary, to brief appropriate
congressional committees on the cyber applications of
blockchain technology,30 including:
—— Potential offensive and defensive cyber applications
—— Efforts by foreign powers, extremist organizations,
and criminal networks to utilize blockchain
—— The use or planned use of blockchain by the federal
government and critical infrastructure networks
—— Vulnerabilities of critical infrastructure networks to
cyber attacks.
Blockchain is a game changer that is gaining momentum
in government in a range of areas. These include data
sharing and storage, public records management,
financial management, compliance and regulation,
identity management, and asset management.31 Blockchain
promises to appreciably impact DoD as the technology
becomes more heavily used for things such as electronic
medical records, supply chain, logistics transparency, chain
of custody, and financial records. For example, DoD has an
ongoing project to create a “point of use, time of need”
digital supply chain enabled in part by blockchain.32
A question often asked is whether the technology is
safe from cyber attack. The answer is “not necessarily.”
There can be a misconception that blockchain is inherently
secure because its principles are founded on cryptography
and immutability (i.e., information can be permanently
stored on a public ledger without being tampered with).
However, despite its strengths and promise, blockchain is
not inherently secure. In two significant incidents where

blockchains were exploited, identified risks included
(1) cryptographic key theft, (2) consensus mechanism
override, (3) anonymity, (4) poor implementation,
(5) unauthorized access, and (6) identity management.33
KPMG has developed a security and risk management
framework that provides an end-to-end response approach
to blockchain risks.34 Dimensions underpinning the
framework include:
—— Cryptography, key management, and tokenization
—— Chain permission management and privacy
—— Data management and segregation
—— Chain defense
—— Interoperability and integration
—— Scalability and performance
—— Business continuity and disaster recovery
—— Consensus mechanism and network management.
In addition, risks that will need to be addressed in
making the initial decision to move to blockchain and
during subsequent blockchain implementation and
execution include:35
—— Interoperability: Organizations will need to convert data
models and business processes and incorporate new
authentication and communications protocols.
—— Control and collusion: Organizations will need to
understand the consensus algorithm and the risks
related to a takeover attack by a single participant or
group of participants that could effectively block, delay,
or modify transactions.

30

 rom “Are Intelligent Automation & Blockchain Poised to Disrupt HHS?,” A Research Strategy Paper produced by the Governing
F
Institute for KPMG, October 24, 2017: “Blockchain technology is designed to create permanent and unalterable records of
transactions within a network by distributing so-called digital ledgers among network participants. When network members
conduct a transaction, it is recorded in sequence in the digital ledger and the individual transaction “blocks” are linked
together into a chain. Since the system relies on references to other blocks that are cryptographically secure within the ledger,
proponents contend that it is almost impossible to manipulate the information.” (http://www.kpmg-institutes.com/institutes/
government-institute/articles/2017/10/are-intelligent-automation-and-blockchain-poised-to-disrupt-hhs-.html)

31

Ibid.

32

https://gsa.github.io/emerging-technology-atlas/blockchain-programs/.

33

 Securing the chain,” a white paper by KPMG International, May 16, 2017 (https://assets.kpmg.com/content/dam/kpmg/xx/
“
pdf/2017/05/securing-the-chain.pdf).

34

Ibid.

35

 Missing link – Navigating the disruption risks of blockchain,” KPMG LLP, 2016 (https://advisory.kpmg.us/content/dam/kpmg“
advisory/risk-consulting/pdfs/2016/block-chain-case-study-web.pdf).
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—— Data management and governance: Large volumes and
transactions and the presence of data outside of the
network present risks similar to cloud computing.

—— Trust and accreditation: Users will want assurance
regarding security, privacy, and integrity of their
transactions and data.

—— User access and provisioning: Blockchain relies on
unique addresses assigned to each member, which are
used for both sending and receiving data and are
authenticated by public key infrastructure. It will be
critical to have a system that can adequately restrict
access, create a role-based access model, and help
prevent segregation of duties concerns.

—— Change management: This will require agreement as
to the platform and implementation, which can impact
implementation timelines and subsequent changes.

—— Scalability: Blockchain platforms need to have been
proven to be able to handle the type of high-volume
transactions typical in DoD.

—— Access and user management: There may be users
from many different DoD organizations (even outside
organizations), making it more difficult to segregate and
manage access and use by organization and by role.
To help safely and effectively implement blockchain
throughout DoD, these risks will need to be taken into
consideration and weighed against mission objectives.

Data management and analytics requirements
To complement the cybersecurity sections in the FY18
NDAA, sections 911 to 913 focus on data management
and analytics, which are vital components of cybersecurity
and can be supported by increasingly powerful analytic
tools. Within one year after the NDAA’s enactment,
the Secretary of Defense is required to establish a data
policy mandating that “any data contained in a defense
business system related to business operations and
management is an asset of the Department of Defense.”
The NDAA also requires the establishment of a plan by
the DoD CMO to automatically extract common enterprise
data “from the relevant [DoD] systems to facilitate
Department of Defense-wide analysis and management of
its business operations.”
In addition, not later than September 30, 2020, the CMO
is to establish and maintain a data analytics capability.
The NDAA addresses the need for data governance and,
when appropriate, the use of the same source data used
to produce DoD’s annual audited financial statements.
A description of how data security issues will be addressed
is to be included in the implementation plan for common
enterprise data.
The NDAA’s call for data management and analytics
capabilities aligns with leading practices that allow
organizations to routinely turn data into insight,
driving high-quality decision making and monitoring.
Data analytic capabilities range from straightforward
data mining and continuous monitoring for anomalies
to predictive analytics, data algorithms, and cognitive

systems, which mimic human activities and are the most
advanced class of intelligent automation (think of IBM’s
Watson).36
Whereas in the past data had to be structured to be
fully useful to an organization, today’s ability to fully
leverage unstructured data through advanced analytics,
find meaningful ways to consume it, and build the
associated knowledge ontology has changed the data
game entirely, enabling decisions to be fact-based, analytic,
and anticipatory. The introduction of enhanced data
analytics capabilities throughout DoD can lead to deeper
insight into real-time cyber threats, as well as the root
cause of cyber vulnerabilities and how to better safeguard
data assets,37 especially HVAs.
To help ensure agencies are proactively combatting cyber
threats, including the threats associated with redundant
and duplicative IT systems requiring modernization,
will require the synchronization of data analytics with the
NIST RMF38 and CTI. Without first gaining a complete
understanding of existing cyber threats, DoD will continue
to struggle to acquire the right data analytic tools, employ
the right workforce to analyze the output of data analytics
tools (in both skillset and quantity), and develop the right
strategies and policies to support the modernization of
cybersecurity. DoD can benefit from using CTI as a driver in
the development of cybersecurity strategy and as a driver
to acquire the most cost-effective, beneficial data analytics
tools.

36

 Demystifying intelligent automation – The layman’s guide to the spectrum of robotics and automation in government,” by David B. Kirk,
“
PhD, and adapted for the government environment by Kirke Everson and Jeffrey C. Steinhoff, KPMG Government Institute, May 2017.
(http://www.kpmg-institutes.com/content/dam/kpmg/governmentinstitute/pdf/2017/demystify-intelligent-automation.pdf).

37

 Embracing Game Changers,” Jeffrey C. Steinhoff, Kirke E. Everson, Viral Chawda and Joseph M. Ward, Association of Government
“
Accountants Journal of Government Financial Management, Spring 2017 (http://www.kpmg-institutes.com/content/dam/kpmg/
governmentinstitute/pdf/2017/aga-game-changers.pdf).

38

See footnote 22.
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The President’s Management Agenda and the FY18 NDAA
On March 20, 2018, the President’s Management
Agenda (PMA) was unveiled, aspects of which support
the cybersecurity provisions of the FY18 NDAA.39 From
the PMA: “Antiquated, unsecure technology risks can
leave the public frustrated and vulnerable. Too many
Federal employees perform outdated duties that rely on
outdated skillsets.”
To address the range of initiatives covered in the
document, the PMA identifies three transformation drivers.
1. “Modern information technology must function as
the backbone of how Government serves the public
in the digital age. Meeting customer expectations,
keeping sensitive data and systems secure, and ensuring
responsive, multi-channel access to services are all
critical parts of the vision for modern Government.” The
PMA speaks about (1) enhancing mission effectiveness
by improving the quality and efficiency of critical
citizen-facing services, including through the increased
utilization of cloud-based solutions; (2) reducing
cybersecurity risks by leveraging current commercial
capabilities and implementing cutting-edge cybersecurity
capabilities; and (3) building a modern IT workforce by
recruiting, reskilling, and retaining professionals able to
help drive modernization with up-to-date technology.
2. “Data, accountability, and transparency initiatives
must provide the tools to deliver visibly better results to
the public, while improving accountability to taxpayers
for sound fiscal stewardship and mission results.
Investments in policy, people, processes and platforms
are key elements of this transformation and require
cross-agency cooperation to ensure an integrated Data
Strategy that encompasses all relevant governance,
standards, infrastructure and commercialization
challenges of operating in a data-driven world.”
3. “The workforce for the 21st Century must enable
senior leaders and front-line managers to align staff
skills with evolving mission needs. This will require
more nimble and agile management of the workforce,
including reskilling and redeploying existing workers to
keep pace with the current pace of change.”

39

The PMA establishes the imperative of working across
silos to achieve transformation, which will be essential as
DoD and other federal agencies work to implement the
FY18 NDAA. The PMA acknowledges that “The Federal
Government’s challenges have not arisen in isolation,
and it cannot solve them through isolated efforts. This
Administration will drive Government modernization by
working across functional disciplines and across agencies,
rather than working in silos. To really get traction on these
complex and interconnected challenges, broader,
system-level thinking is needed to tackle interconnected
barriers to change.”
Finally, the PMA establishes 11 priority areas for
transformation, a number of which support the FY18 NDAA
cybersecurity initiatives, including:
—— Improving outcomes through IT spending
transparency – “The Federal Government will adopt
Technology Business Management (TBM) governmentwide by FY 2022. This approach will improve IT spending
data accountability and transparency, empowering
agency executive suite leadership from across the
enterprise to drive mission value and improve customer
experience through technology.”
—— Sharing quality services – “The Federal Government
will establish a strategic government-wide framework
for improving the effectiveness and efficiency of
administrative services by 2020, leading to continual
improvements in performance and operational cost
savings of 20% annually at scale—or an estimated
$2 billion over the next 10 years.” The FY18 NDAA
emphasizes the importance of shared services as
means to strengthen cybersecurity, improve service
delivery, and reduce cost.
—— Shifting from low- to high-value work –
“Federal agencies will shift time, effort, and funding
currently spent performing repetitive administrative
tasks and complying with unnecessary and obsolete
policies, guidance, and reporting requirements, toward
accomplishing mission outcomes, with the objective of
achieving no new net burden annually.”

https://www.whitehouse.gov/omb/management/pma/
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Final thoughts
By following leading practices and recognizing
cybersecurity threats as serious national security threats,
the DoD stands to strengthen existing cybersecurity
and cyber defense capabilities and forge an environment
dedicated to securing private, sensitive, and mission-critical
information. The IT system modernization and
cybersecurity provisions prescribed within the FY18
NDAA will lead to opportunities for modernizing federal
IT systems and transform the future of the nation’s
cybersecurity environment.
By implementing the cybersecurity provisions set forth in
the NDAA, the DoD can:
—— Build a leading national cybersecurity foundation
through IT systems modernization and business
transformation that is lasting and can be adapted to a
rapidly changing cybersecurity environment
—— Ensure that basic organizational elements of leading
cybersecurity programs, such as sound governance,
policies and procedures, training and awareness,
strong IT configuration management, and access
controls, are implemented to accompany advancements
in technology

—— Drive transformation using a top-down approach
dictated by the CMO, creating a culture of cybersecurity
commitment, understanding, and responsibility
DoD-wide
—— Maintain a risk management approach to drive the
continual identification and ranking of cyber risks,
considering likelihood and impact, and with a focus on
prevention first
—— Embed good cybersecurity hygiene in routine day-to-day
management of critical information assets and critical
infrastructure, including a focus on insider threats
—— Align cybersecurity to existing and future business
priorities and initiatives
—— Transition from legacy IT systems to innovative, costeffective modern systems and cloud-based capabilities
—— Build and maintain a first-class cyber workforce,
supported by the private sector as needed,
that thoroughly understands and highly values IT
transformation, business process improvement,
and cybersecurity leading practices.
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Related KPMG thought leadership
Visit www.kpmg.com/us/federalcyber for more insights and perspectives.

Strengthening cybersecurity
through Executive Order
(EO)13800

Seizing the opportunity: Protecting
information from cyber attacks
through OMB Circular A-130

Cyber threat intelligence

The State of Cybersecurity
from the Federal Cyber
Executive Perspective

10 Common cyber incident
response mistakes

How to bounce back from
cyber fatigue

Combating spear
phishing attacks

Connecting the dots

The threat from within
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How KPMG can help
KPMG LLP (KPMG) is a leader in helping federal agencies
and other governmental organizations in the U.S. and
globally identify and assess information security and
privacy risks and develop associated actions and controls
to mitigate risk to an acceptable level risk. KPMG has
extensive experience applying the NIST RMF.40 This enables
us to offer applicable experience working with information
systems and applying a thorough framework and
monitoring the risk throughout the life cycle of the system.
KPMG brings the “know-how” to critical elements
by working across the federal government to design,
implement, and/or evaluate the effectiveness of information
security and privacy programs. Our services include, but
are not limited to, assistance with the following:
—— Evaluating agency-level and system-level risk
management programs, including the impact to
information security and privacy
—— Evaluating existing information security and privacy
continuous monitoring programs
—— Recommending, designing, and/or implementing
mitigation actions to support the effort of reducing cyber
risk to the agency.

40

See footnote 22.
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