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Introduction
The federal government was established to address public needs and is accountable to the people.
The public are not only customers, but shareholders, who invest through their tax dollars and provide
their proxies to elected officials. Among basic public expectations are:

Mission excellence, whether it be protecting the nation or delivering a program that
makes an important difference in the lives of Americans, such as healthcare
Customer service, including electronic interface with government that enables online
business transactions and an ability to more readily address public questions and problems

Responsiveness to current public needs

Anticipation of and preparation for a timely response to emerging needs and risks

Efficiency and effectiveness of programs and operations

Prudent spending, with full accountability and transparency for tax dollars

Accountability and transparency for results

Protection of public assets and resources from fraud, waste, and abuse
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How federal agencies establish and maintain the
integrity of their programs in order to drive program
results to accomplish the range of public expectations
is under constant and justifiable scrutiny. Breakdowns in
government program performance and reports of fraud,
waste, and abuse only fuel public skepticism and the
historic lows in public trust. A survey by the Pew Research
Center found that trust in the federal government “to do
what’s right always or most of the time,” continues to
hover in the 20 percent range, far from 75 percent in 1964.1
Program integrity, which encompasses all of the above
expectations, is essential to service to the public and
trust in government. Related to healthcare, which is used
to exemplify the broad application of program integrity in
this white paper, consider the following additional survey
results collected by the Pew Research Center:2

69%

percent of respondents said the federal
government should play a major role in
ensuring access to healthcare, while
36 percent said the federal government
was doing a good job.

87%

percent believed the federal
government should play a major role
in ensuring safe food and medicine,
while 66 percent said the federal
government was doing a good job.

In the Congressional Budget Office’s (CBO) “The Budget
and Economic Outlook: 2018 to 2028,”3 gross federal
spending4 on Medicare and Medicaid alone is expected to
double from $1.087 trillion in 2017 to $2.176 trillion in 2028.
In what CBO characterizes as major federal healthcare
programs,5 healthcare spending as a percentage of the
U.S. gross domestic product is expected to rise from
5.3 percent in 2017 to 6.4 percent in 2018.

In its 2017 biennial High-Risk Series report,6 among the
34 areas on the Government Accountability Office (GAO)
High-Risk List were six areas related to federal healthcare.
In some important way, these six areas touch the lives of
virtually every American:
—— The Medicare Program
—— The Medicaid Program
—— Managing Risks and Improving VA Health Care
—— Improving Federal Oversight of Food Safety
—— Protecting Public Health through Enhanced Oversight of
Medical Products
—— Improving Federal Programs that Serve Tribes and Their
Members, which includes Indian healthcare
On the front line of program integrity are program
managers who lead day-to-day program operations to
achieve program goals, and in doing so, advance their
agency’s mission. Adopting a program integrity framework,
supported by the right capabilities and tools, will help
ensure the effectiveness, efficiency, and accountability
of a program in achieving its goals and meeting public
expectations as well as preventing or mitigating fraud,
waste, and abuse.
This KPMG Government Institute white paper:
—— Further elaborates on the broad meaning of program
integrity in the context of federal healthcare
—— Introduces KPMG’s Program Integrity Framework
in the context of government healthcare programs,
recognizing that this concept can be tailored to broadly
apply to any government program
—— Highlights five elements that facilitate
program integrity.

1

 Government Gets Lower Ratings for Handling Health Care, Environment, Disaster Response,” and “Public Trust in Government
“
Remains Near Historic Lows as Partisan Attitudes Shift,” Pew Research Center U.S Politics & Policy, December 14, 2017.

2

Ibid.

3

T
 he Budget and Economic Outlook: 2018 to 2028, CBO, April 2018 (https://www.cbo.gov/system/files/115th-congress-2017-2018/
reports/53651-outlook.pdf).

4

Gross spending excludes the effects of Medicare premiums and other offsetting receipts.

5

CBO defines major healthcare programs as federal spending for Medicare (net of premiums and other offsetting receipts),
Medicaid, the Children’s Health Insurance Program, and subsidies for health insurance purchased through marketplaces
established under the Affordable Care Act and related spending.

6

HIGH-RISK SERIES – Progress on Many High-Risk Areas, While Substantial Efforts Needed on Others, GAO-17-317, February
2017 (https://www.gao.gov/products/GAO-17-317).
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The broad meaning
of program integrity
When people hear the words “program integrity,” protecting against
fraud, waste, and abuse immediately comes to mind. But preventing
fraud, waste, and abuse only tells part of the program integrity
story. Program integrity holistically encompasses all elements and
considerations necessary to effectively and efficiently achieve an
entity’s underlying mission in the public interest, while protecting
taxpayer dollars. Put simply, it is about government program
performance, whether it be healthcare, disaster assistance, national
defense, homeland security, housing, or transportation, to name a
few of the thousands of federal programs.
Program integrity focuses on accomplishing the mission
This broad construct of program integrity is consistent with the
concepts in the Office of Management and Budget (OMB) Circular
A-123, Management’s Responsibility for Enterprise Risk Management
and Internal Control, which speaks to risk management as “a series
of coordinated activities to direct and control challenges or threats
to achieving an organization’s goals and objectives.”7 It also dovetails
with the Government Performance and Results Act Modernization Act
of 2010 (GPRAMA)” and its focus on strategic planning and strategic
review to improve the performance results of programs in supporting
an organization’s mission goals and objectives.8
For example, the mission of the Department of Health and
Human Services (HHS) is “to enhance and protect the health and
well-being of all Americans.”9 HHS’s Health Resources & Services
Administration’s mission is “to improve health and achieve health
equity through access to quality services, a skilled health workforce
and innovative programs.”10 From HHS’s Centers for Medicare &
Medicaid Services (CMS): “CMS’s mission is to serve Medicare
& Medicaid beneficiaries. The CMS vision is to become the most
energized, efficient, customer friendly Agency in the government.
CMS will strengthen the health care services & information available
to Medicare & Medicaid beneficiaries & the health care providers
who serve them.”11 The mission of HHS’s Indian Health Service is:
7

h
 ttps://www.whitehouse.gov/sites/whitehouse.gov/files/omb/
memoranda/2016/m-16-17.pdf. Also see Appendix A to OMB Circular A-123,
Management of Reporting and Data Integrity Risk, M-18-16, June 6, 2018.

8

Public Law 111-352, January 4, 2011 (https://www.gpo.gov/fdsys/pkg/PLAW111 publ352/pdf/PLAW-111publ352.pdf). GPRAMA modernized the Government
Performance and Results Act of 1993 (GPRA).

9

https://www.hhs.gov/about/index.html.

10

https://www.hrsa.gov/about/index.html.

11

https://surveyortraining.cms.hhs.gov/BHFS/M1/M1S1_180.aspx.

12

http://govinfo.library.unt.edu/npr/library/status/mission/mva.htm.

13

https://www.va.gov/health/aboutVHA.asp.

14

https://health.mil/About-MHS/Biographies/Vice-Admiral-Raquel-C-Bono.

The mission of the Department
of Veterans Affairs (VA),
which operates the Nation’s
largest integrated healthcare
system, “is to serve America’s
veterans and their families with
dignity and compassion and to
be their principal advocate in
ensuring that they receive the
care, support, and recognition
earned in service to this
Nation.”10 The VA’s healthcare
arm, the Veterans Health
Administration, has a mission
to “Honor America’s Veterans
by providing exceptional health
care that improves their health
and well-being.”11
The Defense Health Agency
(DHA) “leads the Military
Health System integrated
system of readiness and
health to deliver the Quadruple
Aim—increased readiness,
better health, better care,
and lower cost.” DHA’s
vision is to be “unified and
ready,” and its goals are to
(1) empower and care for
active duty personnel and
their dependents in wartime
and peace, (2) optimize
operations across the military
health system, (3) co-create
optimal outcomes for health,
well-being and readiness,
and (4) deliver solutions to
combatant commands.12
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“to raise the physical, mental, social, and spiritual health
of American Indians and Alaska Natives to the highest
level,” with a goal to “ensure that comprehensive, culturally
acceptable personal and public health services are
available and accessible to American Indian and Alaska
Native people.”
The program integrity aperture opens far wider than fraud,
waste, and abuse or the dollars associated with improper
payments. It goes to the heart of the mission. In a 2018
survey of federal healthcare program officials, 71 percent
viewed “achieving program goals” as the main objective
of program integrity, which as followed by “maximizing
program efficiency” at 54 percent and “reducing fraud,
waste, and abuse” at 53 percent.15
For example, at HHS, VA, and DHA, program integrity
encompasses effectively and efficiently achieving their
core missions, while curbing fraud, waste, and abuse.
Program integrity at HHS would, for example, help the
program ensure it is doing what is needed to help our
most vulnerable citizens (for example, children, disabled,
elderly, and low-income) have access to quality healthcare,
while curtailing improper payments that have continued
to plague its healthcare programs. At the VA and DHA,
program integrity would strengthen the ability to provide
promised quality healthcare to our veterans and active duty
personnel who have so honorably served our nation, while
guarding against fraud, waste, and abuse.
A focus on achieving the underlying mission in healthcare
will continue to gain greater importance as “total health
care spending (public and private) in the United States
continues to grow faster than the economy.”16 This places
increased pressure on federal program managers to ensure
strong program integrity.

Program integrity is strategic and preventive
Leading organizations identify clear strategies for
accomplishing mission objectives and establishing a
governance structure that includes policies, procedures,
and oversight tools. They think of program integrity as
strategic and preventive by focusing on key drivers of
mission excellence, anticipating what could go wrong,
and addressing what they want to achieve and avoid.
They continually monitor mission results and risks as well
as aggressively attack problems. They prepare for evolving
public needs and expectations as well as changes to the
environment in which programs operate, including rapid
technology advances and the ongoing transformation of the
U.S. healthcare system.
Application of program integrity concepts must be flexible,
adaptable, risk-based, and modeled after the program
life cycle used to implement and manage the program’s
mission, vision, and strategic objectives. Depending on
the level of operational maturity of a program, as well
as current and anticipated challenges, program integrity
concepts can be applied:
At initial program implementation and design
When dealing with major program changes,
such as new legislation or regulation
As a means for continuous program
improvement, such as when faced with
strained resources and having to do more
with less or needing to address known,
anticipated, and emerging program
weaknesses and changing environments.

15

 Maximizing Mission Integrity – A Candid Survey of Program Officers at Federal Healthcare Organizations,” Government
“
Business Council and KPMG, June 2018.

16

 The Nation’s Fiscal Health: Action is Needed to Address the Federal Government’s Fiscal Future,” GAO-17-237SP, January 2017
“
(https://www.gao.gov/products/GAO-17-237SP).
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KPMG’s Program
Integrity Framework
KPMG has developed a Program Integrity Framework (Framework), which, for this white paper, has
been tailored to federal healthcare programs. The Framework for healthcare has five dimensions,
predicated on what we have observed to be leading practices. The dimensions are intended to foster
strong program performance and provide a continuous loop for program improvement.
Figure 1

Program
governance

Represents the systems and operating practices that help
ensure programs are working as intended and are achieving
the expected results

Begin the program integrity cycle for federal healthcare
programs, and eventually trigger payments to or on behalf of
eligible recipients or the provision of services, such as at VA
hospitals and medical centers

Program
eligibility and
enrollment

Program
operations

Program
oversight and
monitoring

Program
improvement

Encompass the day-to-day actions that agencies take to
achieve their mission

Promote program efficiency, accountability, and transparency
by continually keeping the organization focused on
program performance

Focuses on developing and implementing remediation actions
to enhance program performance and to proactively address
new risks and changes to the program
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Key principles undergird the Framework
As shown in Figure 1, the five Framework dimensions
are interconnected.
The Framework is designed to be flexible, adaptable,
risk-based, and disciplined. It uses a process approach to
identify activities that program managers may consider in
implementing the program’s mission, vision, and goals.
The Framework utilizes various methodologies to develop
and monitor the activities within each component.
Finally, the Framework allows for refinement and
improvement of program operations to reduce burden,
increase automation, and improve efficiencies, all while
considering risk mitigation strategies.
Dimension 1: Program governance
The program governance dimension represents the
systems and operating practices that help ensure programs
are working as intended and are achieving the expected
results. In leading organizations, governance includes:

Clear roles and responsibilities
Well-designed policies and procedures
Fact-based trade-offs
Accountability and transparency
Open communication at all
organizational levels
Feedback mechanisms
Continuous reevaluation
Stakeholder involvement, both internal
and external
Partnership with the agency inspector
general and outside oversight bodies

17

Program governance helps program managers to identify,
interpret, and/or develop applicable laws, regulations,
policies, and procedures in order to effectively and
efficiently manage program operations.
Leading organizations avoid governance processes
that primarily look through a lens of compliance.
Instead, they find value by having a laser focus
on actions to strengthen program execution and
risk management.
Program offices are typically dependent on others,
both internally and externally. Organizations with strong
program integrity systems continually emphasize the
importance of broad collaboration and teamwork as well as
strong ongoing partnerships with key stakeholders,
including the public. They understand program integrity can
be enhanced by engagement to build mutual trust through
relationships. They have regular open communication with
others upon whom program managers are dependent for
program integrity, and who likewise may be impacted by
the program’s performance.
Program managers in leading organizations understand not
only the content, but the context and intent of authoritative
legislation and guidance. Detailed policy analysis identifies
the implications of new, revised, and/or existing legislation
and policy on the program and the agency’s strategic
mission. They also leverage enterprise risk management
(ERM), which is the lynch-pin of OMB Circular A-123 and
incorporates fraud risk management, to identify program
risks (for example, inadequate agency coordination) and
then design and implement mitigation activities within the
program and the agency’s risk appetite. ERM, including
fraud risk management, are integral parts of program
integrity and are supported by the governance process.17
Program success is measured through the development
and assessment of the program’s operations against
agency mission-focused key performance indicators
(KPIs). As discussed in greater detail later, leading
program organizations have strong data and analytics
capability, coupled with deep understanding of program
risks, controls, and processes, and leverage intelligent
automation. KPIs are used to help monitor performance.
There is also a direct relationship to the objectives
of GPRAMA. Performance equates to results in the
public interest.

 Navigating uncertainty through ERM – A practical approach to implementing OMB Circular A-123,” KPMG Government
“
Institute, November 2016 (http://www.kpmg-institutes.com/content/dam/kpmg/governmentinstitute/pdf/2016/A123-erm.pdf);
“Ten Steps to Sustainable Enterprise Risk Management,” by Jeffrey C. Steinhoff, Laura A. Price, Timothy J. Comello, and
Thomas A. Cocozza, Association of Government Accountants Journal of Government Financial Management (AGA Journal),
Summer 2016 (http://www.kpmg-institutes.com/content/dam/kpmg/governmentinstitute/pdf/2016/ten-steps-erm.pdf); and
“It’s Time to Seize Opportunity,” by Laura A. Price and Jeffrey C. Steinhoff, AFERM (Association of Federal Enterprise Risk
Management) Updates, Issue 20, December 2016 (http://www.kpmg-institutes.com/content/dam/kpmg/governmentinstitute/
pdf/2016/erm-seize-opportunity.pdf).
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Dimension 2: Program eligibility
and enrollment
Eligibility and enrollment begin the program integrity
cycle for government healthcare programs, and eventually
trigger payments to or on behalf of eligible recipients
and/or the provision of services. This is one area where
program integrity continues to be problematic. Reported
improper payment estimates18 totaled over $1.2 trillion
government-wide from fiscal years 2003 through 2016,19
with about 70 percent associated with federal healthcare
programs.20 While only a relatively small percentage of
these amounts are thought to be fraud, waste, or abuse,
the sheer magnitude can undermine public confidence
in the management of these programs and trust in
government as well as diverting valuable healthcare dollars
away from people who are entitled to receive and need
services the most.
Estimated improper payments can represent over- and
underpayments as well as payments that are deemed
improper because the agency did not have adequate
supporting documentation at the time it made the
payment. For overpayments, recovery can be expensive
and time-consuming and can present a burden to
recipients, for whom the improper payment was through
no fault of their own. Where there is fraud, recovery is
even more difficult. Underpayments represent benefits
an individual is entitled to but did not receive or fully
receive. Beneficiaries, who may include some of the
nation’s neediest individuals, may never know there
was an underpayment.
The President’s Management Agenda (PMA) continues
a strong focus on reducing improper payments, with
additional priority on underpayments: “Effective
stewardship of taxpayer funds is a crucial responsibility
of Government, from preventing fraud to maximizing
impact. Taxpayer dollars must go to effective programs
that produce results efficiently. . . . While all improper
payments can compromise citizens’ trust in Government,
only a portion stem from fraud or lead to actual loss of
tax-payer dollars. . . . Historically, the Federal Government
has focused on improper payments broadly, including
process errors that do not affect money paid, rather than

strategically targeting monetary loss to taxpayers.”21 By
addressing loss to taxpayers, the PMA focuses on both
those payments that should not have been made and
payments that should have been made but were not,
as well as to the effectiveness of federal programs to
efficiently produce expected results.
Determining program eligibility serves as the first step
in serving the public’s healthcare needs and managing
healthcare program resources. The program eligibility
dimension assists program managers in documenting and
implementing program controls to determine the eligibility
of program participants as well as completing enrollment
activities. This component builds upon program governance
through the development of processes and procedures to
execute the eligibility requirements set forth in applicable
legislation and regulations and the operational activities
associated with enrollment.
Leading organizations leverage capabilities such
as intelligent automation and analytic tools to
increase the efficiency and uniformity for eligibility
determinations and subsequent enrollment.
To reinforce the consistent application, this dimension
supports program managers in the development and
maintenance of process documentation through,
for example, standard operating procedures, user guides,
and templates.
With the decentralized structure by which many
government agencies operate (for example, regional
offices, nonstandard operating systems, as well as different
data and analytic capabilities), it is critical for program
managers to emphasize the importance of:

1

Program documentation

2

A common information technology (IT) infrastructure

3

Standard operating practices

4

The adoption of leading analytic tools.

18

As required by the Improper Payments Elimination and Recovery Act Improvement Act, agencies are required to perform
risk assessments to identify programs and activities that may be susceptible to significant improper payments and to report
annually an improper payment estimate for those programs susceptible to significant improper payments.

19

 Most Selected Agencies Improved Procedures to Help Ensure Risk Assessments of All Programs and Activities,” GAO-18-36,
“
November, 16, 2017 (https://www.gao.gov/assets/690/688434.pdf).

20

h
 ttps://paymentaccuracy.gov/ and “Additional Guidance Could Provide More Consistent Compliance Determinations and
Reporting by Inspectors General,” GAO-17-484, published May 31, 2017 and publicly released June 13, 2017
(https://www.gao.gov/products/GAO-17-484).

21

https://www.whitehouse.gov/wp-content/uploads/2018/03/Presidents-Management-Agenda.pdf.
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These actions can help achieve the desired program outcomes,
while consistently meeting public needs and expectations, and
protecting program resources from fraud, waste, and abuse through
prevention and detection. Qualified and trained personnel are vital
to promote leading practices and consistency while addressing
eligibility and enrollment holistically across the agency and with
its stakeholders.
Dimension 3: Program operations
Program operations encompasses the day-to-day actions that
agencies take to achieve their mission. The PMA noted that
accumulated regulatory burden, structural issues, decision making
and processes, leadership and culture, along with capabilities and
competencies have played a major role in shaping the challenges the
government faces in the 21st century.22 Program operations have
to be effective and efficient as they represent a vital component of
achieving the mission.
The program operations dimension supports program functions,
such as participant scheduling, maintaining and protecting participant
healthcare records, collecting participant payments, and making
payments. These processes can be complex, such as validating
patient services and issuer risks that can determine payment and
subsidy amounts, and can involve voluminous amounts of information
given the sheer size of federal healthcare programs. It can entail the
development and periodic revision of program requirements and
procedures as well as extensive associated training and guidance for
participants (beneficiaries and healthcare providers) and government
healthcare professionals. Process, medical services, and payment
documentation are a common challenge as are performing pre- and
post-payment data validation.
A myriad of factors can impact program operations
Factors that can result in program breakdowns include:
—— Budgetary and funding shortfalls caused by poor planning and
estimating or changing presidential and/or congressional priorities
—— Program design and operations gaps
—— Lack of accurate, relevant, and timely program
management information
—— Weak risk management
—— Poorly designed or nonexistent internal controls
—— Personnel shortages
—— IT system shortfalls
—— Failure to leverage enabling technology

Factors impacting program operations
For example, after many reports of
breakdowns in patient care, in 2015
GAO designated VA Healthcare as a
High-Risk program. As stated in GAO’s
2017 High-Risk Series report,23 “we
continue to be concerned about VA’s
ability to ensure its resources are being
used cost-effectively and efficiently to
improve veterans’ timely access to health
care, and to ensure the quality and safety
of that care.” GAO noted that “VA has
acknowledged the significant scope of
the work that lies ahead” in reporting
that VA faced:
—— Growing demand by veterans for
healthcare services, a trend that is
expected to continue
—— Ambitious policies and inconsistent
processes
—— Inadequate oversight and monitoring
—— Information technology (IT) challenges
—— Inadequate staff training
—— Unclear resource needs and allocation
priorities to include (1) challenges
regarding the reliability, transparency,
and consistency of its budget
estimates for medical services and
(2) weaknesses in tracking obligations
for medical services and estimating
budgetary needs for future years
—— The need for better coordination
and communication

Programs have to be not only soundly designed and implemented, but
managers must be prepared to address changing expectations and
open to new ways of doing business that leverage leading practices
and challenge existing paradigms.
22

See footnote 21.

23

 Progress on Many High-Risk Areas, While Substantial Efforts Needed on Others,”
“
High-Risk area, Managing Risks and Improving VA Health Care, GAO-17-317, February
15, 2017.
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Avoid a compliance orientation
Program operating practices should focus on performance
that supports achievement of the mission. Leading
organizations recognize there can be downsides to having
overly structured operating practices that focus on strict
adherence to dotting every “i” and crossing every “t”
without also focusing on the underlying mission objectives,
public expectations, and risks. OMB Circular A-123 speaks
to finding the right balance between risk and control:
“Federal managers must carefully consider the appropriate
balance between risk, controls, costs, and benefits in their
mission support operations. Too many controls can result in
inefficiencies, while too few controls may increase risk to
an unacceptable level.”
Too many policies and procedures, but not always the
right ones, can result in an increase in undesirable results.
People can simply become overly bogged down with rote
compliance, without identifying what is really important
to effectively and efficiently achieve mission objectives
and protect the public interest. Leading organizations
view program integrity as a means of helping facilitate the
right results.
Countless rules, regulations, and controls
do not necessarily equate to strong program
integrity. Organizations can become awash in
policies and procedures that are so onerous that
they jeopardize mission accomplishment and
waste resources.
Be prepared to implement new and emerging
legislative and policy changes
As a program manager, it is paramount to understand,
prepare for, and effectively and efficiently implement
new and emerging legislative and policy changes. With a
new administration every four to eight years, program
expectations may suddenly and dramatically shift.
An example is enactment of the Affordable Care Act (ACA)
during the Obama administration requiring the expeditious
implementation of complex legislation and a subsequent
overhaul of the program during the Trump administration.
When there is new legislation or as changes occur, it is
imperative to build program integrity into the equation at
the outset.
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Dimension 4: Program oversight
and monitoring
Leading organizations continually keep their fingers on the
pulse of program performance. Program oversight and
monitoring promotes program efficiency, accountability,
and transparency. In turn, this helps to drive program
results as well as the public’s trust and confidence in the
program to effectively and efficiently achieve the mission.
Program managers leverage a range of tools and systems
such as conducting operational reviews, investing in data
and analytics capabilities, adopting robust management
reporting to measure performance, leveraging the audit
process, and incentivizing the “right behavior.”
Operational reviews
Leading program organizations conduct operational
reviews. This includes reviews of internal program
operations as well as of external third-party data and
activities that support the program, such as state and
local governments and contractors that support federal
programs. Internal operational reviews offer a real-time and
on-demand methodology to help ensure that programs are
properly designed and operating as intended and to identify
needed changes or enhancements.
Operational reviews range from hospital quality assurance
and patient care assessments to timely scheduling and
customer service analyses to eligibility, enrollment,
and payment evaluations. Reviews of external program
partners help ensure that all aspects of program
performance are on the government’s radar screen,
while informing operational improvement and external
stakeholder partnership and accountability. For example,
CMS performs Risk Adjustment Data Validation audits to
validate the accuracy of hierarchical condition category
codes submitted by healthcare providers and issuers
for payment under a number of its programs, including
the ACA.
Performance reporting
To further strengthen the transparency of the program,
detailed and interactive reports documenting performance
results are part of routine program management, as well
as being available at some level of granularity to the
public and key stakeholders. These reports are used by

program managers and agency leadership to measure
progress against goals and inform key policy and program
decision making.
The move to performance reporting began with
GPRAMA, was expanded by the Federal Funding
Accountability and Transparency Act of 2006 (FFATA
Act),24 which was subsequently expanded by the Data
Accountability and Transparency Act of 2014 (DATA Act),25
and was a component of the Government Recovery
and Reinvestment Act of 2009.26 For example, the DATA
Act requires public reporting of government spending
through USAspending.gov, following government-wide
data standards that provide for increased data availability,
accuracy, and usefulness. The ultimate goal is to follow
spending from congressional appropriation (how much
and for what programs, projects, and activities) to the
commitment and obligation (for what goods and services,
for what reason, and for whom) to disbursement of funds
(amount, payment date, and recipient), linked to receipts
and financing (revenue and borrowing). Eventually, it is
intended that spending will be tied to performance and
results. Increased visibility not only provides the public
a more complete spending picture, but supports agency
program management in spending decisions, program
oversight, and cost management.27
Data and analytics
Leading program organizations invest in data and analytics
capabilities. Included are anomaly detection, natural
language processing, deep learning, statistical and
predictive modeling, data transformation and integration,
optimization, automated data validations, interactive
visualization, machine learning, and cognitive computing.
Where the dollar value of payments to parties outside
of the federal government are massive, as in healthcare,
technology is leveraged as an essential component of
prepayment error and fraud mitigation strategies and
to help provide early prevention of improper payments.
In addition, they use intelligent automation to help shorten
processing times and reduce costs. Program managers
are then able to reallocate program resources to areas
of higher-level analytic value and to improve citizens’
experience with government through reduced wait
times as well as more accurate and prompt assistance
and responses.

24

Public Law 109-282, September 9, 2006.

25

Public Law 113-101, May 9, 2014.

26

Title B, Section 1526(a) of Public Law 111-5, February 17, 2009.

27

 Are You Prepared to Meet the Challenges of the DATA Act and Open the Door Wider of Government Spending?” by Jeffrey C.
“
Steinhoff, Andrew C. Lewis, and Kyle D. Brown, AGA Journal, Spring 2015 (http://www.kpmg-institutes.com/content/dam/kpmg/
governmentinstitute/pdf/2015/aga-data-act.pdf).
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Continuous program improvement
Leading organizations:
—— Identify gaps between the current and
desired operating model, which helps
define change actions and inform
prioritization. Leadership engages
people across the organization in
assessing and baselining.
—— Identify current and potential barriers
and enablers.
—— Preserve and leverage what works
within the current operating model.
While sometimes necessary, starting
from scratch presents a much larger
challenge. Instead, it is better if the
organization is able to fine tune or add
to what is already being done and put
the desired operating model in terms
familiar to the staff.
—— Appreciate the nature of operating
inconsistencies and challenges within
their organization’s programs and
equip leaders and staff with insights
and tools to navigate the situation.

Leveraging the audit process
At some point within a program’s life cycle, it is inevitable that
program managers may be faced with an audit and/or external
review. Auditors will consider the overall control environment and
view program oversight and monitoring programs as a positive
demonstration of an agency’s commitment to mission achievement
through program integrity. Program managers can learn a lot from the
approaches taken by auditors as well as derive value from adopting
audit, evaluation, and investigative techniques used by the audit
community. It can be most advantageous for program managers to be
vigilant to any shortfalls and problems on a continual basis, rather than
being surprised.
Strong, ongoing program oversight and monitoring can accelerate the
audit process, while making it less onerous. The dimensions of the
Framework that support the elements impacting program integrity
highlighted earlier, represent what program management would be
doing by adopting leading program integrity practices. For example,
sound program design and execution, supported by risk mitigation,
well-documented policies and procedures, enabling technology,
and well-trained staff, along with real-time operational quality reviews,
enhance program integrity by helping identify and remediate issues
well in advance of an external audit.
Incentivizing the right behavior
In establishing ongoing oversight and monitoring, it is important
to be mindful of the adage that organizations “usually get what
they measure and reward.” If the bottom line is essentially all that
matters, and how results were achieved is secondary or not even
a consideration, risks and the potential for bad behavior naturally
increase. This can adversely impact program performance and
public trust.
Similarly, if bad decisions have little to no real personal consequence,
the risk of bad decisions may be greater. If top management’s focus
is strictly short term, long-term risks may be overlooked. If top
management never asks how the program is being managed or is
indifferent to the concept altogether, a strong program integrity culture
may not be fostered. If core values are lacking or are not enforced,
program integrity can be negatively impacted. If payment operations
result in tens of billions of dollars of reported improper payments,
for whatever reason, public trust suffers.
Dimension 5: Continuous program improvement
The program improvement component focuses on developing and
implementing remediation actions to enhance program performance
and to proactively address new risks and changes to the program.
Fundamental to any change management initiative is understanding
the current situation or the baseline starting point—both the formal
processes and informal cultural norms that presently drive the
organization. This includes understanding the levers that are most
likely to move the organization to a new path. This information is
needed to develop a road map for establishing and embedding the
desired operating model.
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A prerequisite to program improvement is understanding
the root cause of program risks and performance shortfalls.
This enables the identification of meaningful corrective
actions in order to adequately mitigate the problem and
support the achievement of program objectives in the
future. Otherwise, organizations can end up treating
merely the symptom of a problem.
The root cause may transcend multiple agencies, multiple
organizations within an agency, multiple programs,
and multiple levels of government and/or the private sector.
It may be a byproduct of the organization’s culture, or a
multitude of other reasons such as personnel and training
gaps, antiquated legacy IT systems, weak oversight,
emergent risks, or an inability to harness disruptive
technology. By focusing on fixing the right problem(s) with
the right solutions, organizations can also help to ensure
they are not inadvertently perpetuating the status quo
and/or introducing new problems and risks.
Leading organizations consider corrective actions from
the perspective of the program, the agency, stakeholders,
and the public. They focus on common solutions and
develop alternatives as necessary. They may even pilot
more than one alternative. Program managers identify
methods, tools, and process improvement techniques to
help develop effective and efficient solutions that address
the root cause(s) in an integrated manner. As needed,
leading organizations look far outside the box and do not
hesitate to move to shared service solutions or to totally
transform program operations in order to help achieve
greater effectiveness and efficiency.
They also clearly define expectations, both organizational
and personal. Action steps are strategic, tactical, and
inclusive across entities and stakeholders that may be vital
to the solution. Leading practices are sought out and fully
leveraged. There is honesty and realism with respect to
resource needs. Deadlines are set, and top management
assigns a “hammer” to be on point to drive the nail as
needed so that things get done and corrective actions do
not languish for years or even decades as has been the
case for a number of the issues on GAO’s High-Risk List.
For example, Medicare has been on the list from the outset
of GAO’s identification of High-Risk programs in 1990,
and Medicaid was added to the list in 2003.
The journey to program improvement never ends.
However, through the development and implementation of
corrective action plans and a commitment to continuous
improvement, program managers in leading organizations
strive to reach the fulfilment of the program objectives
and mission by continually assessing and enhancing
program execution. A continuous improvement loop helps
to ensure program managers anticipate problems, rather
than reacting, and stay on the cutting edge of innovation
by seeking ways to operate more effectively and efficiently
while accomplishing new legislative requirements and
smartly adhering to authoritative guidance.
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Five elements that facilitate
program integrity
Program integrity can be impacted on many levels. We will
explore five facilitators that are vital to implementing
the Program Integrity Framework and represent leading
practices. They cross cut the Framework’s five dimensions,
and some have been touched on earlier in presenting
the dimensions.

Organizational
culture

Cybersecurity

Data and
analytics

Program
integrity
Intelligent
automation

System
modernization

Data and analytics
The amount of data at program managers’ fingertips
continues to explode. In 2013, it was estimated that 90
percent of the world’s data had been produced within
the previous two years.28 The ability to use the data has
likewise dramatically changed given today’s capability
to analyze semistructured and unstructured data,
where previously data had to be highly structured. There is
so much data available that, without advanced analytical
tools and intelligence automation, it could be like drinking
from a fire hose. Data analytics range from straightforward
data mining and continuous monitoring for anomalies,
to predictive analytics, to data algorithms, to “smart
machines” that forecast trends and events.

Program managers can now see what happened,
analyze why it happened, and monitor what is
happening now. Decisions become fact-based, analytic,
and anticipatory, expanding program managers’ capabilities
and providing value. The increased capability to use the
data is a game changer for program integrity. The “art of
the possible” now includes forecasting what might happen,
and ultimately predicting what is likely to happen. Think of
the ability to detect changes that could adversely impact a
program at an earlier stage and have predictive intelligence
at a program manager’s fingertips. These new capabilities,
which continue to rapidly evolve, are also at the vanguard
of fighting fraud, waste, and abuse.
It is vital that program managers have a handle on what
data they have, its quality, and how it is being used and
protected. Leading organizations view data as an asset.
They adopt data management programs, establish a
data governance strategy, and inventory and catalogue
data assets. They also master the most fundamental
aspects of capturing reliable, relevant, and timely
data, recognizing that poor underlying data can lead to
misleading analytics, erroneous conclusions, and bad policy
and decision making.29
Federal healthcare agencies have access to incalculable
amounts of untapped healthcare data which can be
turned into information for day-to-day operations and
decision making supporting program integrity. The ability
to more fully leverage healthcare data can be adversely
impacted by:
Technology limitations (for example,
antiquated legacy systems and lack of
systems integration and analytic tools)
Data management weaknesses
Personnel (for example, lack of data
scientists) and training gaps

28

“Big data, for better or worse: 90% of the world’s data generated over the past two years,” Science Daily, May 22, 2013.

29

 Overwhelmed by data? Using and Protecting the “Right” Data,” by Andrew C. Lewis, Jeffrey C. Steinhoff, and Viral Chawda,
“
Association of Government Accountants Journal of Government Financial Management (AGA Journal), Fall 2017 (http://www.
kpmg-institutes.com/content/dam/kpmg/governmentinstitute/pdf/2017/aga-game-changers.pdf); and “The Chief Data Officer’s
Path to Success,” by Viral Chawda, Governing.com, August 19, 2016.
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Shortfalls in data definitions and structure

Inadequate data controls

Data-sharing and collaboration challenges.
For example, in December 2017, GAO reported that
inconsistent and lack of quality Medicaid data had affected
CMS’s ability to ensure proper payments and access to
care to eligible beneficiaries.30
Intelligent automation
The convergence of enabling technology with an imperative
to address ever-tightening administrative operations
budgets, declining workforces, and increasing demands
and citizen expectations to free up resources for core
mission delivery can help move program integrity to
the next level if program organizations embrace game
changers.31 Game changers represent “an event, idea,
or procedure that effects a significant shift in the current
manner of doing or thinking about something.”32
Enabling technology will be a major driver in transforming
management of the federal government and its programs
and operations. On March 27, 2017, President Trump
announced the establishment of the Office of American
Innovation (OAI) to “. . . make recommendations to the
President on policies and plans that improve Government
operations and services, improve the quality of life for
Americans now and in the future, and spur job creation.”33
A common challenge in government and the private-sector
is that there is game-changing technology out there,
camouflaged by overly complicated terminology, that
can be difficult to explain in plain English. Terms such as
robotic process automation (RPA), digitalization, and smart

30

 Medicaid: Further Action Needed to Expedite Use of National Data for
“
Program Oversight,” GAO-18-70, December 8, 2017 (https://www.gao.
gov/assets/690/688857.pdf), and “Opportunities for Improving Program
Oversight [Reissued with Revisions] Apr. 13, 2018],” GAO-18-444T, April,
12, 2018 (https://www.gao.gov/assets/700/691209.pdf).

31

 Embracing Game Changers,” by Kirke E. Everson, Viral Chawda, Joseph
“
M. Ward, and Jeffrey C. Steinhoff, AGA Journal, Spring 2017 (http://
www.kpmg-institutes.com/content/dam/kpmg/governmentinstitute/
pdf/2017/aga-game-changers.pdf).

32

w
 ww.oxforddictionaries.co/definition/english/game-changer.

33

h
 ttps://www.whitehouse.gov/the-press-office/2017/03/27/presidentdonald-j-trump-announces-white-house-office-american.
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systems capture the concept of intelligent automation.
Put simply, intelligent automation is the automation of
mission delivery and business processes by leveraging
digital technologies to support tasks undertaken by
knowledge workers.34
Intelligent automation covers a very broad spectrum of
capabilities that encompasses the more commonly used
term RPA, and expands to include reasoning cognitive
automation, such as IBM’s Watson. Applying this
framework, intelligent automation promises to dramatically
change the way government does business. Intelligent
automation is certainly not new for government, such as
its growing use in call center operations and adoption
of a host of other smart applications. At the same time,
federal programs may be largely dependent on aged legacy
systems and antiquated ways of doing business.
While not in law or regulation, think of intelligent
automation as a mandate. It is no longer about “if,”
but about “where, when, and how fast.” Think of the
potential for intelligent automation to support program
management through:
—— Productivity/Performance – Intelligent automation tools
work 24/7, 365 days a year and perform tasks at digital
speeds. They can both do more and do it continuously,
while appreciably driving down costs.35
—— Employee Satisfaction – Eliminating the mundane
repetitive tasks allows employees to focus on strategic
initiatives, thereby impacting the organization in a more
profound way and resulting in greater job satisfaction.
Intelligent automation enables the workforce and/or
changes what they do.
—— Scalability – Intelligent automation tools scale
instantaneously at digital speeds to respond to
fluctuating and large workloads. These tools are
noninvasive and can work with the existing legacy
IT infrastructure.

—— Consistency/Predictability – Intelligent automation tools
do not make inconsistent decisions, such as electing to
turn right one day and left the next. They are configured
to solve a problem the same way every time.
—— Quality/Reliability – Intelligent automation tools always
do what you tell them to do. When properly configured,
they do not make mistakes and thereby eliminate
human error.
—— Auditability – Intelligent automation tools keep the
perfect audit trail. The software log documents every
action and the corresponding resulting outcome.
—— Citizen Engagement – Intelligent automation can greatly
improve citizens’ experience with government services
through reduced wait times and more accurate and
prompt assistance and responses.36
For example, today, before recommending a patient
treatment plan, physicians:

Examine the patient

Review medical records and test results

Consider similar cases they have seen
or read about

May consult with several peers

May consider a relative handful of
familiar treatment protocols.

34

 Demystifying intelligent automation – The layman’s guide to the spectrum of robotics and automation in government,” by
“
David B. Kirk, PhD, with Kirke E. Everson, and Jeffrey C. Steinhoff, KPMG Government Institute, May 2017 (http://www.kpmginstitutes.com/content/dam/kpmg/governmentinstitute/pdf/2017/demystify-intelligent-automation.pdf), and “The March of the
Robots,” by Jeffrey C. Steinhoff, Andrew C. Lewis, and Kirke E. Everson, AGA Journal, Spring 2018 (http://www.kpmg-institutes.
com/institutes/government-institute/articles/2018/04/march-of-the-robots.html).

35

Bank of America Merrill Lynch estimates that the global market for robots and artificial intelligence will reach $152.7 billion
by 2020, with improved productivity gains of 30 percent in some industries. (See “Robotics Revolution – Global Robot and AI
Primer,” December 16, 2015.) Productivity gains of this magnitude in government backroom operations equates to significant
cost savings.

36

See footnote 34.
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In the future, supported by cognitive tools, the doctor will
still do those things, but then, as needed, would be able to
submit those results, together with medical records and
test results, to a cognitive medical consultant (CMC) which:

References similar cases across the world

Evaluates millions of test results

Leverages all relevant available information,
such as medical journal articles

Considers all known and experimental
treatment protocols

Develops a diagnosis and tentative
patient treatment plan.

The doctor reviews the CMC’s input and, applying technical
knowledge, experience, and intuition, recommends a
treatment plan to the patient.37 The goal is to enhance
performance by readily broadening a physician’s base of
knowledge with which to make a medical determination.
The CMC does not replace the physician. It becomes
another tool the doctor can use to improve patient care.
Intelligent automation is revolutionizing call center
operations. Whether in government or the private sector,
public confidence and satisfaction is negatively impacted
when the public experiences what can be endless wait
times, only to speak to someone who has to answer what

37

See footnote 31.
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can be difficult questions with limited knowledge and
information. Think of the complexity of some government
program eligibility requirements, or the 75,000 page
federal tax code. What if, through reasoning cognitive
technology, there was an army of virtual workers, with the
world of knowledge at their fingertips 24/7, 365 days a
year, and the ability to intelligently apply that knowledge
and communicate with a citizen just as if the caller was
speaking to a human? This capability, which is certainly
within the realm of future possibility, could dramatically
improve the citizen experience with and perception
about government.38
System modernization
Vital to program integrity are modern management
information systems. Federal agencies continue to be
burdened with many aged, mission-critical legacy systems.
As of 2016, the top 10 reported oldest legacy federal
government IT systems ranged from 39 to 56 years old.
These systems routinely performed critical functions,
such as processing tax returns and coordinating the use
of U.S. nuclear forces, despite relying on both outdated
and unsupported hardware and software.39 For fiscal year
2017, the operations and maintenance of legacy systems
consumed upwards of 80 percent of the $85 billion that the
federal government spent on IT.40
On December 12, 2017, President Trump signed into
law the Modernizing Government Technology Act (MGT
Act).41 To address the deficiencies associated with aging
IT systems, the MGT Act authorizes federal agencies
covered under the CFO Act of 199042 to establish IT system
modernization and working capital funds to:
—— Improve, retire, or replace existing IT systems to
enhance cybersecurity and increase efficiency and
effectiveness

—— Transition legacy IT systems to commercial cloud
computing and other innovative commercial platforms
and technologies, including consolidating services
across multiple agencies
—— Assist and support efforts to provide adequate,
risk-based and cost-effective IT capabilities that address
evolving threats to information security.
To help address the issues surrounding legacy systems,
the legislation also dictates the increased use of
commercial cloud-computing and other innovative
technologies. Instituting cloud-computing technologies
will naturally result in increased operational flexibility
and can be instrumental in an agency’s ability to retire
legacy systems. Our experience is that clear direction and
oversight for this must come from the top. This direction
will be important to break down organizational stovepipes
and other impediments that have long stood in the way of
meaningful transformational change, such as greater use
of shared services and development of standard systems
across an agency.
In this regard, among the actions called for in the
December 2017 “Report to the President on Federal IT
Modernization”43 are to:
—— Prioritize modernization of high-risk, high-value
legacy systems, or high-value assets,44 by focusing
on enhancement of security and privacy controls for
essential mission systems
—— Use real-world implementation test cases to identify
solutions for current barriers regarding cloud adoption
—— Consolidate and standardize network and security
service acquisition to take full advantage of innovation
and economies of scale, while minimizing duplicative
investments in existing security capabilities

38

Ibid.

39

 Here Are 10 of the Oldest IT Systems in the Federal Government,” by Jack Moore, Nextgov.com, May 25, 2016. For more
“
information on the challenges of legacy systems, including the two examples cited above, see “Federal Agencies Need to
Address Aging Legacy Systems,” GAO-16-468, May 2016 (https://www.gao.gov/assets/680/677436.pdf).

40

ITDASHBOARD.gov (https://myit-2018.itdashboard.gov/drupal/summary/007).

41

Public Law 115-91, December 12, 2017 (https://www.congress.gov/bill/115th-congress/house-bill/2810/text). The Fiscal Year 2018
National Defense Authorization Act (NDAA) codified the MGT Act, which was attached to the NDAA as an amendment. Also,
see “The National Defense Authorization Act of 2018 – Perspectives on cybersecurity policies and implementation,” KPMG
Government Institute, April 6, 2018 (http://www.kpmg-institutes.com/institutes/government-institute/articles/2018/04/thenational-defense-authorization-act-for-fiscal-year-2018--per.html).

42

Public Law 101-576, November 15, 1990 (https://www.gpo.gov/fdsys/pkg/STATUTE-104/pdf/STATUTE-104-Pg2838.pdf).
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 ttps://itmodernization.cio.gov/assets/report/Report%20to%20the%20President%20on%20IT%20Modernization%20-%20
Final.pdf.
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 hese systems, also referred to as “crown jewels,” represent an organization’s system and technology assets that are
T
imperative to the maintenance and operations of business systems critical to the mission.
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—— Shift to shared services in order to enable future IT network architecture
—— Enable use of commercial cloud services and accelerate adoption of
cloud e-mail and collaboration tools
—— Provide consolidated capabilities that replace or augment existing
agency-specific technology to improve both visibility and security
—— Realign IT resources appropriately, using business-focused, data-driven
analysis and technical evaluation.
Cybersecurity
We face a perilous and ever-evolving cyber environment that touches all
aspects of government, business, and everyday life. The consequences
of cyberattacks against our nation’s critical infrastructure could have a
devastating impact on our national security, health, and welfare. Every day,
federal program managers find themselves in the crosshairs of potential
cyberattacks.
On July 28, 2016, OMB issued the first update to Circular A-130 since
2000.45 The revised Circular recognizes the dramatic changes in the
information and IT landscape and the rapid pace of change. Previously
titled, Management of Federal Information Resources, the revised Circular
is titled Managing Information as a Strategic Resource, signaling a shift in
expectations. The revised Circular also recognizes the critical importance
of managing “information systems in a way that addresses and mitigates
security and privacy risks associated with new information technologies
and new information processing capabilities.”46
Healthcare is the largest sector of the U.S. economy. National Health
Expenditure (NHE) data, maintained by the Centers for Medicare &
Medicaid Services, showed that total47 healthcare spending in the U.S.
totaled $3.3 trillion in 2017 and is expected to reach $5.7 trillion by
2026.48 The amount of sensitive healthcare information on citizens in
automated systems is likewise staggering. This places a high premium on
cybersecurity at federal healthcare agencies.
High-profile data breaches and cyberattacks continue to make headline
news. On February 21, 2018, the Center for Strategic and International
Studies (CSIS), in partnership with McAfee, reported “that close to $600
billion annually, nearly one percent of global GDP, is lost to cybercrime each

45

 MB Circular A-130, Managing Information as a Strategic Resource, July 28, 2016 (https://
O
www.whitehouse.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf).
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 Seizing the opportunity – Protecting information from cyber attacks through OMB Circular
“
A-130,” KPMG Government Institute, November 2016 (http://www.kpmg-institutes.com/
content/dam/kpmg/governmentinstitute/pdf/2016/circular-a130.pdf).
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Total U.S. healthcare spending includes healthcare spending by all levels of government,
payments by health insurers, consumers’ out-of-pocket spending, and other spending.
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 NHE Fact Sheet – Historical NHE, 2016 and Projected NHE, 2017-2026”
“
(https://www.cms.gov/research-statistics-data-and-systems/statistics-trends-and-reports/
nationalhealthexpenddata/nhe-fact-sheet.html).
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year,” up from $445 billion three years ago.49 In a February
22, 2018 report, Thales concluded that “federal agency
data is under siege,” with 57 percent of federal agencies
experiencing a data breach in the past year, over three
times the number of agencies reporting breaches two
years ago.”50 51
In some form, cybersecurity has been on GAO’s High-Risk
List since 1997. From GAO’s 2017 High-Risk Series update:
“Risks to cyber assets can originate from unintentional
and intentional threats. These include insider threats
from disaffected or careless employees and business
partners, escalating and emerging threats from around
the globe, the steady advances in the sophistication of
attack technology, and the emergence of new and more
destructive attacks. Ineffectively protecting cyber assets
can facilitate security incidents and cyberattacks that
disrupt critical operations; lead to inappropriate access to
and disclosure, modification, or destruction of sensitive
information; and threaten national security, economic
well-being, and public health and safety.”52 As GAO has
continued to emphasize, cyber risks and their ramifications
are so serious that they rank among the highest risks
facing government.
Federal healthcare programs have vast sums of healthcare
records containing highly sensitive, personally identifiable
information (PII) for which protecting patient privacy is vital.
GAO further noted: “Regarding PII, advancements in
technology, such as new search technology and data
analytics software for searching and collecting information,
have made it easier for individuals and organizations to
correlate data and track it across large and numerous
databases. In addition, lower data storage costs have made
it less expensive to store vast amounts of data. Also,
ubiquitous Internet and cellular connectivity makes it easier

to track individuals by allowing easy access to information
pinpointing their locations. These advances—combined
with the increasing sophistication of hackers and others
with malicious intent, and the extent to which both federal
agencies and private companies collect sensitive
information about individuals—have increased the risk of
PII being exposed and compromised.”53
Given the growing seriousness of cyber threats and
resultant attacks, on May 11, 2017, President Trump signed
Executive Order 13800, Strengthening the Cybersecurity of
Federal Networks and Critical Infrastructure.54 Also, related
to the modernization of federal IT systems under the MGT
Act, a 2017 study of cybersecurity breaches at federal
agencies discovered that “agencies that invest more
in new IT development and modernization experience
fewer security breaches than ones that invest more in
maintenance of legacy systems. Outsourcing legacy
systems to the cloud also reduces the frequency of
security breaches.”55
Protecting information is not easy. Hackers will find
opportunities to nefariously capitalize on technology
advances and exploit flaws in the way organizations
manage, enable, organize, and implement their information
protection. Cybersecurity considerations are paramount
to program integrity and the impact is only expected to
intensify. It is vital that program managers identify cyber
risks, find the appropriate balance between data protection
and accessibility, and establish continuous monitoring
programs. Proper implementation of cybersecurity
measures helps program managers prepare for and
appropriately mitigate cyber threats.
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 Economic Impact of Cybercrime – No Slowing Down,” CSIS, in partnership with McAfee, February 21, 2018 (https://www.csis.
“
org/analysis/economic-impact-cybercrime).
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 2018 Thales Data Threat Report – Trends in Encryption and Data Security, U.S. Federal Edition, Executive Summary,” issued
“
by Thales in conjunction with analyst firm 451 Research, February 22, 2018 (https://dtr.thalesesecurity.com/pdf/2018-thales-dtrfederal-edition-executive-summary.pdf).
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technology/biggest-cyberattacks-of-the-year/index.html).
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 Progress on Many High-Risk Areas, While Substantial Efforts Needed on Others,” High-Risk area, Ensuring the Security of
“
Federal Information Systems and Cyber Critical Infrastructure and Protecting the Privacy of Personally Identifiable Information,
GAO-17-317, February 15, 2017 (https://www.gao.gov/assets/690/682765.pdf).
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Critical Infrastructure – Perspectives on implementation challenges and leading practices,” KPMG Government Institute,
August 2017, (http://www.kpmg-institutes.com/content/dam/kpmg/governmentinstitute/pdf/2017/presidential-executiveorderwhitepaper.pdf).
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 Security Breaches in the U.S. Federal Government,” by Min-Seok Pang and Hüseyin Tanriverdi, March 7, 2017, Fox School
“
of Business Research Paper No. 17-017 (Available at SSRN: https://ssrn.com/abstract=2933577 or http://dx.doi.org/10.2139/
ssrn.2933577).
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In leading organizations, the culture
supports:
—— An intense focus on mission
achievement in the public interest
—— Program effectiveness and efficiency
as baseline expectations
—— Safeguarding of assets and
prudent spending
—— A strong tone at the top
—— Core values that drive behavior
—— Openness and transparency, so that
identified problems and emerging
risks rapidly surface to top leadership
and are addressed in a timely manner
—— Clear accountability for actions
that are not in keeping with strong
program integrity.

Organizational culture
Critical to program integrity is a culture that supports the Framework
dimensions and avoids organizational silos that impair collaboration.
The PMA states that “Silos across Federal agencies and offices
can hurt cross-agency collaboration, resulting in fragmented citizen
services or excessive cost to deliver the mission.”56
All organizations have a culture, even if it is not written down or if no
one can clearly describe the text book elements. The COSO ERM
Framework, which is cited in OMB Circular A-123, states that culture
“… determines what actually happens, and what rules are obeyed,
bent, or ignored.”57 Therefore, understanding the vital role of culture
and shaping it to support an organization’s mission is essential.
A strong program integrity culture starts with clear ownership
and commitment by top management that cascades throughout
the organization. Everyone understands their responsibility for
program integrity and the relationship to risk management. Program
integrity becomes an integral part of day-to-day program and
operational management.
Leading organizations guard against:
—— Deeply entrenched cultures that are not open
or transparent
—— Organizational silos (or even silos within silos) that are
largely insular and do not easily reach across boundaries
—— Natural fear and even strong resistance to change.
Culture comes in many forms—all impacting how people think and
operate as well as representing what they value. Some aspects are
supportive of change, while others, such as fear of the unknown,
may be resistant. Such aspects are why having a focus on culture is
paramount to establishing and maintaining program integrity. In leading
organizations, core values provide a foundation, and there is strong
trust in top leadership who “walk the talk,” serving as role models.
When one looks at major catastrophes and missed opportunities,
whether in government or the private sector, organizational culture
emerges as a root cause. The culture may have been:
—— Largely reactive and not well prepared for the worst-case scenario
—— Overly insular, with limited desire to adapt and to work across
boundaries, and a strong desire to perpetuate the status quo
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See footnote 21.
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 OSO (Committee of Sponsoring Organizations of the Treadway Commission)
C
Enterprise Risk Management – Integrating with Strategy and Performance, June 2017
(https://www.coso.org/Pages/default.aspx).
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—— Inattentive to significant changes in
the environment, such as the perils
of a cyber world or new mission
objectives and public expectations
—— Lacking the right core values as an
organizational compass
—— Focused on the wrong incentives.
Recognition that culture can drive
behavior is not a new phenomenon.
Culture has been pegged as one of the
culprits for government and corporate
scandals, failures, and industrial
disasters. Federal program managers
find themselves at a crossroads given
the size of government programs
and public expectations that may go
beyond the current ability to perform.
Changes to an organization’s culture
are transformational. The Program
Integrity Framework places a premium
on breaking down silos and working
across organizations to be anticipatory
and proactive throughout the life of
the program.
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Final thoughts
Program integrity is not a magic potion for meeting every mission goal and
public expectation while eliminating fraud, waste, and abuse. Establishing
program integrity is tedious, hard work that never ends. At the same time,
strong program integrity is a vital enabler to the effectiveness, efficiency, and
accountability of government programs that address critical public needs and
expectations in a manner which achieves expected results and builds public
confidence and trust.
Program managers represent the hub, and the elements impacting program
integrity can be viewed as spokes that support the KPMG Program Integrity
Framework introduced in this white paper. Program managers should expect
that the bar of public expectations will only continue to rise. At the same time,
the art of the possible will continue to break new ground.
Leading organizations broadly and holistically consider the elements of program
integrity and the five dimensions of the Program Integrity Framework in a
manner that is flexible, adaptable, risk based, and mission focused. They fully
leverage technology and other enablers. They work to break down stove pipes
and bureaucratic barriers that inhibit collaboration and joint problem solving.
And they live by the words of Albert Einstein: “We cannot solve problems by
using the same kind of thinking we used when we created them.”
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Related KPMG insights
Visit kpmg.com/us/governmentinstitute for more insights.

Navigating uncertainty through ERM:
A practical approach to implementing
OMB Circular A-123

Protecting Data Assets in a Perilous
Cyber World

Are You Combat Ready to Win the War
Against Improper Payments?

The Affordable Care Act – Financial
Managers, Are You Part of the Program
Integrity Playbook?

The Fraud Reduction and Data
Analytics Act of 2015

The state of oversight and program
integrity in managed care

Demystifying intelligent automation:
The layman’s guide to the spectrum
of robotics and automation in
government

High-Performing State Medicaid
Integrity Programs: Putting it all
Together in the Final Mile

Are You Combat Ready to
Against Improper Payments?

By: Danny Werfel, JD, MPP; and Jeffrey C. Steinhoff, CGFM, CPA, CFE, CGMA
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Ten Steps to Sustainable Enterprise
Risk Management

The March of the Robots
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How we can
help
The foundation of the U.S. health system is shifting,
creating new and complex challenges and opportunities
for regulators, healthcare providers, and health
plans. KPMG has significant experience advising
federal program managers in strengthening federal
programs. Our in-depth understanding of government
programs, regulatory experience, and business process
improvement, enterprise risk management, data analytics,
cybersecurity, and intelligent automation capabilities enable
us to help our clients develop, implement, and improve the
integrity of their programs. Our extensive methodologies
and tools are critical elements within our Program Integrity
Framework, which assists program managers to implement
and maintain integrity across the entire program life cycle.
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PROGRAM IMPROVEMENT

PROGRAM IMPROVEMENT

Governance
Develops and maintains a well-defined organizational structure integrating
the responsibilities of key program stakeholders to establish cohesive
regulatory guidance, program design, and ongoing risk monitoring through:
— Revising governance and control framework
— Identifying risks and vulnerabilities across the program lifecycle
— Assessing key performance metrics regarding
program effectiveness

Key elements
Cybersecurity
Working closely with agency teams,
KPMG provides tools and resources to
protect, detect, and respond to cyber
threats to keep crucial data safe.

Data & analytics

PROGRAM IMPROVEMENT

KPMG provides trusted analytics to
drive better decision-making around
policies and programs, improve
operational efficiency and mitigate
enterprise and fraud risks for
government agencies.

Eligibility and enrollment
Defines and implements eligibility and enrollment
requirements based on applicable laws,regulations, and
policies by:
— Establishing, communicating, and training on
eligibility and enrollment procedures
— Performing comprehensive data quality reviews
— Developing fraud mitigation strategy

Intelligent automation
KPMG helps agencies incorporate
intelligent automation to transform
business processes, reduce costs and
improve citizen experience and workforce satisfaction.

PROGRAM IMPROVEMENT

Operations

Risk management

Supports program functions, including distributing payments
and collecting charges from program participants by:
— Developing/Revising, communicating, and
training on program procedures
— Developing/Revising process documentation
— Performing pre- and post-payment data validation
PROGRAM IMPROVEMENT

PROGRAM IMPROVEMENT

KPMG helps agencies understand
the impact of risk on mission
performance and uses that knowledge
to help improve strategic, operational,
and external activities.

PROGRAM IMPROVEMENT

PROGRAM IMPROVEMENT

Program Oversight and Monitoring
Measures the performance of programs by comparing
results with program and agency goals, regulatory
requirements and documented procedures, by:
— Performing operational reviews
— Assessing fraud indicators
— Anticipating and addressing audit readiness inquiries
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