The Path to Cyber Resilience
Surveying Cyber Readiness and Pain Points in Federal, State, and Local Governments

Underwritten by

October 2019

Table of Contents
—
Overview / 3
—
Executive Summary / 4
—
Research Findings / 5
—
What Respondents Say / 23
—
Looking Forward / 24
—
Respondent Profile / 25
—
About / 30

Government Business Council
Page 2

Overview
Purpose
In recent years, cyber attacks have crippled operations across a number of industries and
operations. As a frequent recipient of these attacks, the public sector faces an increasingly
dire situation in 2019: ransomware attacks that hold state-run websites on lockdown, data
breaches resulting from use of unauthorized apps, and sophisticated attacks that
overwhelm previously impermeable defenses.
Managing and anticipating these risks will be vital, but are agencies covering their bases
and laying the groundwork? In order to understand the state of cybersecurity progress and
pain points across the public sector, Government Business Council (GBC) deployed the
following survey to federal, state, and local employees between August and September
2019.

Research Methodology
500 employees from public sector organizations participated in the study, representing
over 27 federal agencies and 42 states and territories across the nation. 56% of federal
respondents hold positions at the GS/GM-13 level or above (including Senior Executive
Service), and 62% of state and local respondents are employed at the VP/senior level or Csuite/executive level. Respondents hold a variety of job functions, with highest input from
program owners, administrative officers, and agency leadership. For more information on
respondents, please see the Respondent Profile.
The study’s findings are based on a 95% confidence interval with a margin of error of +/2%.
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Executive Summary
Despite continued attacks, cybersecurity confidence is growing as more agencies enforce
best practices
Respondents generally approve of their organization’s recent cyber progress. In the event of an attack, 68%
feel their agency is moderately, very, or extremely prepared to respond effectively. Moreover, 45% believe
their agency possesses sufficient cyber expertise to anticipate and prevent major cyber attacks from taking
place. It is possible that approval is growing thanks to organizations taking cyber hygiene more seriously: a
majority of respondents say that software patches, password updates, phishing warnings, and security
training are now routinely practiced. The general sentiment is that these strategies have equipped agencies
to maintain operations in the face of attacks .

Nurturing – and growing – the cyber workforce is key to moving forward
Survey respondents show greatest concern for sophisticated threats that overwhelm their capabilities.
Understandably, they view skilled personnel – both technical and non-technical – as critical to defeating these
threats. Respondents not only believe personnel are their greatest asset in maintaining a strong cybersecurity
posture, but they also point to a lack of expertise as their greatest liability leaving them vulnerable. They also
note difficulties in having such experts translate security requirements in a way that the broader workforce
can understand and appreciate.

Risk management is misunderstood and potentially broken
Overall, when pinpointing reasons for continued breaches in the public sector, many respondents feel it is
partially the fault of poor risk management. 55% say current frameworks are insufficient in the context of
government needs whereas 32% say these frameworks are not regularly enforced across operations. When it
comes to choosing between investments in technical solutions versus professional service expertise to boost
cyber capabilities, more feel that the former is lacking and deserves greater funding.
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Research Findings
Confidence in cyber response capabilities varies across the board

In the event of a cyber attack, how prepared is your organization to respond
effectively?

Not at all prepared

Not very prepared

12%

of respondents believe their
organization is not prepared to
respond to a cyber attack

4%

8%

35%

Somewhat
prepared

35%

say they are generally
prepared

Very prepared

26%

33%
Extremely prepared

Don't know

7%

20%

feel their organization is prepared
to respond effectively

Percentage of respondents, n=445
Note: Percentages may not add up to 100% due to rounding

Government Business Council
Page 5

Research Findings

The majority of respondents confirm or suspect that their agency was dealt a cyber attack recently

Has your organization experienced a cyber attack within the last 2 years?

32%

Yes

24%
No

Perhaps, though I'm not certain

44%

Percentage of all respondents, n=445
Note: Percentages may not add up to 100% due to rounding
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Research Findings
Inadequate defense capabilities, outdated technology, and a lack of cyber experts pose the highest risk to public
sector cybersecurity

45%

In the event that your organization was the victim of a cyber attack, what, in your opinion, would
be the 3 most likely reasons for the breach?

Sophisticated threat that overwhelms our capabilities

feel that their
organization’s outdated
technology makes a cyber
attack more probable

58%

Dependence on outdated or obsolete technology

45%

Shortage of in-house cyber expertise

39%

Lack of cyber hygiene and training provided to base-level employees

34%

Limitations in insider threat detection/mitigation

31%

Leadership failed to prioritize cybersecurity

25%

Lack of visibility/communication due to siloed systems
Other

16%
6%
Percentage of respondents, n=404
Respondents were limited to selecting three options

According to a 2018 report detailing data breach investigations, 63% of public sector breaches are attributable to external attackers
associated with foreign governments, many of whom are well equipped to launch attacks using state-of-the-art exploits.
It’s clear why more than half of those surveyed feel their agencies are vulnerable in the face of more sophisticated threats like these. At
the same time, outdated technology and a shortage of cyber expertise are also perceived as common denominators in the event of an
attack.
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Research Findings
Respondents feel increasingly confident that their cyber workforce is sufficient to get the job done

“My organization has the in-house expertise it needs to anticipate and prevent a majority of
cyber threats.”
31%

25%

17%
14%

13%

Strongly disagree

Somewhat disagree

Neither agree
nor disagree

Somewhat agree

Strongly agree

Percentage of respondents, n=445
Note: Percentages may not add up to 100% due to rounding

Cyber threats may be gaining in sophistication, but 45% of public sector employees
surveyed also believe that their agency’s cyber personnel are rising to meet the
challenge.
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This underscores recent projects to bring more cyber talent into government. In 2019,
the Partnership for Public Service launched its Cybersecurity Talent Initiative, which
looks to funnel cyber talent from the private sector into federal agencies to shore up
personnel gaps.

45%

take the position that
their agency has the
necessary expertise to
thwart cyber threats
effectively

Research Findings
Cybersecurity success or failure hinges on having access to skilled personnel
“When it comes to effective cybersecurity, my
organization’s
greatest liability is a lack of __________.”

Skilled personnel

21%

Financial support

20%

Integral technology solutions

15%

“When it comes to effective cybersecurity,
my organization’s greatest asset is its
____________.”

Skilled personnel
Understanding of operating
environment
14%

14%

14%

Effective governance and
processes

Communication between
stakeholders

14%

Integral technology solutions

Other

10%

5%

Percentage of all respondents, n=349
Note: Percentages may not add up to 100% due to rounding

19%

Communication between
stakeholders

Effective governance
and processes

Understanding of
operating environment

27%

Financial support

Other

11%

8%

6%

Percentage of respondents, n=346
Note: Percentages may not add up to 100% due to rounding

While agency respondents feel more confident in the capabilities of their cyber workforce, they recognize that much
more can be done to grow it. Indeed, skilled personnel is the only item that respondents identified as their greatest
asset as well as their greatest liability (when it is lacking).
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Other liabilities included “lack of executive leadership” and “quality software.” Additional assets included “internal
controls” and “employee curiosity and willingness to learn”,

Research Findings
Mission disruption, data leakage, and reputational damage are major consequences of a cyber attack
What are the consequences of a successful cyber attack on your organization? Please select all
that apply.

7 in 10

Disruption to mission services

74%

Disclosure of sensitive citizen data

respondents feel their
organization’s missions are
threatened by cyber
attacks

67%

Reputational damage

58%

Manipulation of data

49%

Harm to critical infrastructure

47%

Disclosure of proprietary agency data

46%

Financial loss

42%

Disruption to workforce (e.g., termination)
Other
None of the above

40%
3%
2%
Percentage of respondents, n=398
Respondents were asked to select all that apply

The federal government alone faced more than 35,000 cyber incidents in 2017, while the total number of attacks on state and local
governments may be even higher. When government networks are crippled, they can deprive governments of their number one
duty — providing services and security to American citizens. These services can include public utilities, immigration aid, tax
assistance, education, and health provisions for injured veterans.
Not surprisingly, three-fourths of respondents say their organization’s services suffer in the event of a cyber attack. Additionally,
two-thirds believe the leaking of citizen data is a likely consequence of cyber activity.
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Research Findings
Agencies have yet to harness risk management effectively to serve their cyber needs

“Continued breaches in public sector agencies are a sign that risk management frameworks
for cybersecurity are ________________.”

1 in 3

55%

respondents
do not believe risk
management
frameworks are
routinely enforced

32%

10%
4%
Not sufficient for government
needs

Not enforced or practiced
on a regular basis

Not existent

None of the above

Percentage of respondents, n=500
Note: Percentages may not add up to 100% due to rounding

Many public sector agencies have started to adopt a risk-based approach to deploying, integrating, and
governing cybersecurity investments. For example, the NIST Cybersecurity Risk Management Framework
provides agencies a set of processes by which they can measure the effectiveness, efficiency, and constraints
when integrating security capabilities into their system development life cycle.
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According to the data, however, many respondents suggest that current frameworks are either insufficient for
their needs or not being wielded as they should on a regular basis. This could indicate a wider systematic failure
among agencies to implement risk management that facilitates – rather than hinders – agency cybersecurity
tools.

Research Findings

A greater share of respondents say threats are being identified and tagged in systematic matter

“My organization identifies threats and vulnerabilities _____________.”

In ad hoc fashion, rarely
informed by past threat
history or profiles

44%
15%

In systematic fashion, often
informed by past threat
history or profiles

Don't know

42%

Percentage of all respondents, n=323
Note: Percentages may not add up to 100% due to rounding
Government Business Council
Page 12

These risks are not theoretical. In recent years malicious actors have
successfully: hijacked cellular devices, infected switch flash cards,
pre-installed malware on end user devices, sold counterfeit ICT to
U.S. armed forces, and embedded malware within software security
tools.
Effective management of ICT supply chain risks is a national
imperative. The scale of this challenge requires a whole of
government and whole of society approach.
Excerpt from a 2019 report by the
Cybersecurity and Infrastructure Security Agency (CISA)
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Research Findings
Respondent sentiments are split down the middle on the issues of cyber resilience and leadership
How confident are you in your organization’s cyber resilience – that is, its ability to
maintain operational stability and service delivery following an attack on its
information assets?
40%

20%
11%

Not at all
confident

40%

23%

6%
Slightly confident

Moderately
confident

Very confident

Extremely
confident

of respondents are moderately
confident their agency operations
can weather a damaging attack on its
information assets

Percentage of respondents, n=323
Note: Percentages may not add up to 100% due to rounding

How effective is your leadership when it comes to aligning cybersecurity objectives in support
of broader strategic objectives and program outcomes?
45%

18%

29%

21%

11%
3%
Not at all effective Slightly effectiveModerately effective Very effective Extremely effective
Percentage of respondents, n=298
Note: Percentages may not add up to 100% due to rounding
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of respondents view their leadership
as not at all or only slightly effective
in aligning cybersecurity aims to
support program outcomes

Research Findings
Cyber experts stand to improve how they communicate technical requirements in a way that broader workforce can
understand

36%

“Our cybersecurity experts struggle to translate security requirements into guidance the
rest of my organization can understand.”

Strongly disagree

of respondents agree that
there is a communication
disconnect between their
agency’s cybersecurity
experts and the rest of the
organization

11%

Somewhat disagree

20%

Neither agree nor disagree

32%

Somewhat agree

Strongly agree

28%

8%
Percentage of all respondents, n=297
Note: Percentages may not add up to 100% due to rounding

Maintaining strong cyber hygiene is critical to the security of any organization, but this is
incumbent on non-technical personnel understanding and appreciating the purpose of existing
requirements.
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The picture painted by survey respondents suggests more can be done to bridge the gap
between cyber and non-cyber personnel, as 36% acknowledge difficulties translating need-toknow security requirements. To manage risks, the entire organization needs to be on board and
in adherence to such requirements. Therefore, it’s important for leadership to bridge this gap by
providing training and availability of resources to broader staff.

Research Findings

Many respondents benefit from professional services, but lack technical solutions to stay defended

Which statement below is closest to the truth?

“My organization has a range of
technical solutions, but we lack the
professional service expertise to
integrate them effectively.”

23%

26%

51%

“My organization benefits from
professional service expertise, but we
lack sufficient technical solutions to
keep us ahead of the threat.”

“My organization lacks both technical
solutions and the professional service
expertise to deploy strong
cybersecurity defense.”
Percentage of all respondents, n=269
Note: Percentages may not add up to 100% due to rounding
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Research Findings
More agencies are demonstrating regular enforcement of cybersecurity best practices

3 in 4
employees receive
phishing reminder
emails from their
organizations

What tactics or sources does your organization use to communicate its common operating picture
(i.e. security status) to the broader workforce? Please select all that apply.

Enforcing password updates and software patches

74%

Sending email reminders about phishing attempts

74%

Conducting routine scans of work devices for malware

61%

Security awareness training campaigns

59%

Regular monitoring/logging of user activity

50%

Enforcing multifactor authentication of work devices

47%

Screening/tracking visitors to building

44%

Posting risk updates on agency intranet
None of the above
Other

38%
4%
3%
Percentage of all respondents, n=282
Respondents were asked to select all that apply

The findings here are positive and suggest that routine cybersecurity enforcement is growing more pervasive. At least three-fourths of
employees note regular password updates, software patches, and scheduled reminders alerting them to common phishing schemes. More
than half also believe their work devices are regularly scanned for malware, and acknowledge that security awareness training is in effect at
their work.
In spite of these findings, other reports suggest a more dismal outlook. A Congressional review of 10 years of agency watchdog reports in
2019 found that many agencies had failed to maintain a comprehensive list of applications in operation, and moreover neglected
safeguarding personally identifiable information that left tax documents, Social Security numbers, and medical records vulnerable to
attackers.
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Research Findings
When it comes professional services expertise, highest value is assigned to creating capabilities, boosting cyber
training, and assisting with compliance
What value can a professional services partner provide to bolster your organization’s cybersecurity?
Please select all that apply.

Create capabilities that endure beyond technical
shortcomings/replacements

34%

Boost cyber hygiene and training of workforce

34%

Assist agency compliance with security policies/requirements

33%

Provide tactical, granular-level assistance in systems engineering

28%

Help define requirements that support mission outcomes

62%
of respondents
see value in their organization
working with a professional
services partner

25%

Provide strategic, macro-level direction

24%

We have no need for a professional services partner
Other
Don't know

11%
4%
27%

Percentage of respondents, n=249
Respondents were asked to select all that apply
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Believe it or not, one of the biggest risks when it comes to cybersecurity is
employee negligence and bad habits. We have quarterly cybersecurity
trainings to promote good cyber habits, like just putting your machine into
sleep mode when you’re not at your desk.
We’re always looking at our policies, we’re training our people, we’re
going into the broader community. Our employee performance plans, for
example, include cyber training requirements, because it’s important that
everyone understands.
Theresa Szczurek, CIO of State of Colorado
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Research Findings
Over half of respondents attribute low funding as an obstacle in the way of seeking the help of cybersecurity
advisory firms
What are reasons (if any) your organization might be reluctant to procure the services of a
professional cybersecurity advisory firm? Please select all that apply.

Lack of funding

53%

Lack of trust in relegating strategic decisionmaking to outside firm

27%

My organization’s partnerships with other
government agencies is sufficient
My organization is competent in facing this
threat alone
Experienced failures as a result of past
partnerships
Other

None of the above

18%

9%

8%

7%

16%
Percentage of respondents, n=249
Respondents were asked to select all that apply

The FY2020 President’s Budget will provide agencies a combined $17.4 billion in funding for
cybersecurity-related activities, and respondents say it’s sorely needed. More than half point to
a lack of funding as a significant inhibitor to procuring the expertise of a professional services
partner. Allocating major strategic decisions to someone outside government is another cause
for concern.
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27%

think their organizations
do not trust outside firms
to make strategic
decisions for the
organization

Research Findings
43% of respondents say more funds will go toward technical solutions in 2019, compared to 30% who say more
funds will be directed to professional services
Compared to past year’s levels, how much do you anticipate your organization will
invest in cybersecurity technical solutions in 2019?

51%

15%
6%
Reduced spending

No change

10% increase

13%

25% increase

6%

3%

50% increase

75% increase

6%
100% increase

Percentage of respondents, n=231
Note: Percentages may not add up to 100% due to rounding

Compared to past year’s levels, how much do you anticipate your organization will invest in
cybersecurity professional services (i.e., strategic/advisory counsel) in 2019?
64%

6%
Reduced spending

No change

9%

9%

10% increase

25% increase

3%

3%

6%

50% increase

75% increase

100% increase

Percentage of respondents, n=233
Note: Percentages may not add up to 100% due to rounding
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KPMG’s Perspective
For true vigilance, strong risk management is critical
Government entities are engaged in a new cyber security arms race. With the ever-changing risk
landscape and the amount of personal and mission-sensitive data collected, government entities are
scrambling to recruit enough cyber security professionals. Increasingly sophisticated adversaries are
using machine learning, automated intelligence, and other tools to exploit information. So how can
government entities gain the upper hand? They must be innovative in protecting key assets and
maintain a more sophisticated risk management strategy. And they must mature and expand their
technology capabilities — including the latest in automation and analytics.

What are the benefits of working with KPMG?
• A collaborative, flexible team that offers commercial and government cyber security
industry context and experience with a deep understanding of government cyber security
requirements and guidance.
Tony Hubbard, Principal
Government Cyber Leader KPMG

• Customized, holistic cyber security strategies that enable clients to better understand,
prioritize, and manage cyber security risks and convert those risks into mission advantages.

Tony Hubbard is the lead for KPMG’s
Government Cyber Security practice.
Tony has 28 years of experience in
providing cyber security consulting
services to government agencies,
including Federal civilian,
healthcare, defense, and intelligence
sectors, and many State and Local
Government agencies. Tony and his
Government Cyber Security team
are part of KPMG’s Technology
Enablement practice, which provides
deep experience and synergistic
solutions across technology realms
such as automation, cloud, data
analytics, cyber, blockchain, and
platform design and integration.

• Access to diverse, industry-leading, end-to-end skilled professionals and leading edge
technology solutions and capabilities that help build and improve cyber security programs
and processes. In doing so, we help ensure confidentiality, integrity and availability of
critical business functions and supporting data.

KPMG’s services are tailored for our Government Clients:
We offer Cyber Strategy and Governance solutions through security program management, risk
management capabilities, and the Continuous Diagnostics and Mitigation (CDM) program.
We offer Cyber Technology Enablement and Transformation solutions and services such as Identity
and Access Management, Security Architecture and Integration, Cloud Security Optimization, and
Process and System Automation.
We offer Cyber capabilities for evolving risk areas such as Supply Chain Risk, Internet of Things, and
Blockchain.

What Respondents Say…
Can you provide any other thoughts on your organization’s cybersecurity pain points? Can you elaborate on how your
organization views risk management in the context of cybersecurity capabilities?

•

•
•

•
•
•
•

Our workforce in IT is excellent and dedicated, but funding has not been a
priority because it is not as obvious as needing additional police cars or
garbage trucks. Malware and ransomware long ago caught the attention of
IT, but the policymakers have not been truly involved until just the last few
years. How do we get them educated?
Desire to control systems are making systems ineffective for employees to
utilize and impacting department performance.
We regularly practice cyber attack scenarios to ensure protocols work as
intended. When minor breaches have occurred, the necessary persons are
immediately convened, steps outlined, reporting times scheduled - the
team is basically on call until a resolution has been reached;
communication has always been excellent in the event of an incident.
From my perspective, one of our biggest IT-related challenges is the
"cross-talk" and effectiveness of the communication between our five
distinct organizations.
Our agency has aged software and very little additional funding for cyber
software controls
Phishing is a pain point even though the agency has a robust phishing
awareness program. Employees have been targeted by outside entities
because they work for the federal government.
I think the organization appreciates the risks. Although cybersecurity is a

Government Business Council
Page 23

paramount concern, it also competes with other risks including physical
safety and day to day operations and fiscal policies

•
•
•
•
•
•
•

In my experience everyone believes it is someone else's problem to deal
with.
We have to undergo training regarding cybersecurity once yearly.
We suffered a recent attack but damage was limited both technically and
publicly due to quick response.
We have brought in additional staff to lead cybersecuritiy efforts and
increased training to mitigate risks. We are much more secure than two
years ago, but not quite where we need to be.
It is a constant struggle between risk management and risk aversion. At
the end of the day our systems have to function and some level of risk
must be excepted.
I remain of the belief that social engineering (Identifying the week links) is
our biggest threat.
There is a need for greater incorporation of enterprise risk management
into daily operations. Threat awareness levels outside of IT community are
low and not well informed. Critical responsibilities are delegated to
"business owners" who are not focused on or knowledgeable about the
security requirements of their operations

Looking Forward
Pave the way for cyber progress by focusing on expertise
Cyber expertise is arguably the most valuable commodity emerging from this study, and
agencies should do all they can to recruit, retain, and invest in such individuals going forward.
The Cybersecurity Talent Initiative launched in 2019 by the Partnership for Public Service is a
positive step, but more will be needed to maintain solid cyber talent in the ranks of
government.
The reality is that such personnel will be hard to reach in the near future. Therefore, agencies
shouldn’t ignore the expertise of a professional services partner to provide strategic decisionmaking and needed cyber training to meet workforce requirements.

Risk management needs a makeover
Agencies should adopt a mindset that understands attacks are inevitable…. and do everything in
their power to mitigate and control the damage to the fullest extent possible. The picture
emerging from this study testifies to a different outlook, one that is risk-averse and slow to
decide on a proper course of action.
Adversaries are counting on the status quo remaining the status quo. For agencies to overcome
more sophisticated threats, they must adopt a risk-based methodology that can identify threats
before they hit, inform proper channels, and equip skilled personnel with the visibility to
cooperate in adherence to best practices.
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Respondent Profile
Respondent pool is neatly split between federal government and state/local government
Employment situation

Federal government

54%

46%
State government

13%

of respondents identify as
either state or local
government officials.
Local government

33%

Percentage of respondents, n=500
Note: Percentages may not add up to 100% due to rounding
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Research Findings
More than half of federal respondents hold positions at GS/GM-13 rank or above
Federal Grade/Rank

Senior Executive Service

Federal Management Profile

3%

GS/GM-15

3%

51 to 200

2%

13%

GS/GM-14

18%

GS/GM-13

22%

GS/GM-12

GS/GM-11

Over 200

15%

21 to 50

6 to 20

GS/GM-10 or below

52%

6%

Percentage of respondents, n=140
Note: Percentages may not add up to 100% due to rounding

Percentage of respondents, n=271
Note: Percentages may not add up to 100% due to rounding
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16%

15%
None

56%

20%

8%
1 to 5

Other

7%

of respondents hold rank at the GS/GM13 level or above, which includes Senior
Executive Service personnel.

48%

of federal respondents have direct
oversight over one or more
employees.

Research Findings
State and local respondents are a senior group, with 72% managing one or more direct reports
State & Local Government Management Profile

State & Local Government Grade/Rank

Over 200

C-suite/
executive level

6%

38%
51 to 200

VP/senior level

24%

21 to 50

6 to 20
Mid-level

5%

None
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20%

of state and local respondents hold
positions at the VP/senior level or above.

26%

28%

Percentage of respondents, n=97
Note: Percentages may not add up to 100% due to rounding

Percentage of respondents, n=229
Note: Percentages may not add up to 100% due to rounding

62%

8%

32%
1 to 5

Entry/junior level

12%

72%

of state and local respondents have
direct oversight over one or more
employees.

Research Findings
Program managers, administrative officers, and agency leaders are most represented among cohort
Departments and agencies represented
Veterans Affairs
Agriculture
Homeland Security
Interior
Treasury
Health & Human
Services
Commerce
Environmental
Protection Agency
NASA
Transportation
Housing & Urban
Development
Justice
State
General Services
Administration
Labor

Office of the
Secretary of Defense
Education
Air Force
Social Security
Administration
Intelligence
Community/ODNI
Army
Energy
Agency for
International
Development
Congress
Navy
Executive Office of
the President
(including OMB)
Other independent
agency

Program management

14%

Administrative services

12%

Agency leadership

10%

Finance

9%

Human resources

7%

Technical/scientific

7%

Customer service

4%

Information technology

4%

Public safety

4%

Policy research/analysis

4%

Acquisition/procurement

4%

Legal

3%

Audit/inspectors general

3%

Healthcare professions

3%

Communications/PR
Facilities & fleet management
Other

2%
1%
9%

Percentage of respondents, n=238
Note: Percentages may not add up to 100% due to rounding

Departments and agencies are listed in order of frequency.
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Respondents were asked to choose which single response best
describes their job function.

Research Findings
Respondents from at least 42 states across regional governments are represented in the findings
States or territories represented
State government

27%

County
government

25%

Municipal
government

Township
government

Other

38%

6%

3%

Percentage of respondents, n=229
Note: Percentages may not add up to 100% due to rounding
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52% of non-federal respondents hold positions in state or county
governments, versus 44% who work in municipal or township
governments.

District of Columbia

Pennsylvania

Virginia

Tennessee

California

Washington

Maryland

Montana

New York

Missouri

Texas

Alabama

Georgia

South Carolina

Florida

Wisconsin

Colorado

Alaska

Illinois

New Mexico

Michigan

Hawaii

New Jersey

Indiana

North Carolina

Kentucky

Ohio

Arkansas

Arizona

Nebraska

Connecticut

Iowa

Massachusetts

Idaho

Kansas

Louisiana

Minnesota

New Hampshire

Nevada

North Dakota

Oregon

South Dakota

States and territories are listed in order of frequency.
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Learn more at read.kpmg.us/govcyber.
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