© 2020. Association of Government Accountants. Reprinted with permission. All rights reserved.

WINTER 2020 VOL. 68, NO. 4

Enhancing Job
Productivity and
Securing High
Value Assets

© 2020. Association of Government Accountants. Reprinted with permission. All rights reserved.

Put on Your Auditor Hat
to Help Avoid Turbulence on the
Intelligent Automation Journey!

By Jorge Asef-Sargent, Andrew C. Lewis, Kirke E. Everson and Jeffrey C. Steinhoff

N

ot long ago, aside f rom
certain military and intelligence agencies, relatively few
federal organizations broadly
used intelligent automation (IA).1
The pendulum is now swinging
very rapidly. Program offices are
harnessing IA to gain deeper insights
into their data to support mission
delivery. Citizen-facing government
services are deploying chatbots2
and other tools to more accurately
and rapidly respond to inquiries and
improve the citizen experience. And
finance organizations are moving —
some at breakneck speed — to robotic
process automation (RPA) for routine,
high-volume, repetitive tasks, such as
account reconciliation, transaction
processing, and financial reporting.
Meanwhile, other cognitive solutions3
are on the drawing board awaiting
development.
A common uncertainty among
those considering RPA is how auditors could or should be involved in
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an organization’s IA journey. From
the viewpoints of three auditors
and a technologist with well-over
a century of combined hands-on
practical experience, we’ll explore
risk and governance issues critical
to reducing turbulence along the IA
journey of finance.

The Role of IA in Finance
Even the simplest bot helps finance
become more strategic and innovative.
Instead of staff moving transactions
from one step to the next, bots, which
can be developed fairly quickly and
at relatively nominal cost, are able
to work 24 hours a day, every day of
the year, performing routine tasks at
digital speed with increased accuracy
and less expense. The London School
of Economics and Political Science
identified a 650 – 800% return on
investment in robotic technology in
three years for certain back-office
tasks.4

To date, most government finance
initiatives involve RPA, which is a
good way to get started. By converting
routine transaction processing from
human to machine, finance staff
are freed to support program and
operational management of highervalue, mission-critical business
issues through financial analysis,
and predictive analytics, for instance.
RPA is also a pathway to other highly
sophisticated cognitive solutions, to
be developed over time.
Some government IA initiatives,
focused primarily on RPA, are already
in place. Examples include:
The Defense Logistics Agency
(DLA), which provides more than

$37 billion in goods and services
annually, is heavily transactionbased. RPA will streamline various
finance operations and increase
responsiveness to audit readiness
requirements. DLA estimates the
development of a bot will average
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about 200 hours over eight weeks,
while collectively saving hundreds
of thousands of work hours annually. By the end of fiscal year 2019,
DLA planned to have deployed
75 bots to automate processes
from finance to human resources
management.5

evaluating grant requests and
overseeing performance. Four
bots support activities such as
funds distribution, invoicing,
procurement requests, and human
resources suitability reviews.8

The Centers for Medicare and
Medicaid Services (CMS), through

50,000 to 60,000 work hours that
can be converted to robotics, so
HUD switched to RPA for certain
finance tasks. For example, grant
accruals, which required 2,200
human work hours over six
months, were reduced to 65 hours
in just over three weeks with bots.9

RPA, optical character recognition,
machine learning and natural
language processing, automated
the intake and validation process
for tens of thousands of unstructured medical records, used to
authorize Medicare Advantage
pay ments. The technolog y
processed one record in one
minute with 95% accuracy versus
65 minutes for a less accurate
human to process a record. CMS
also reported 75% faster feedback
to stakeholders and increased
workforce satisfaction. RPA took
over time-consuming, mundane
validations for which medical
records, ranging from a few pages
to over a thousand pages for each
payment claim, were scanned
in varying formats. Not only
did process speed dramatically
increase, but CMS also reported
saving more than $1 million in just
three months.6,7
NASA moved tedious, routine
manual grant processes to
bots, allowing staff to focus on

The Department of Housing and Urban
Development (HUD) CFO identified

The General Services Administration,

according to its CFO, used bots to
reduce more than 13,000 hours of
unnecessary or duplicative finance
work and could possibly eliminate
50,000 hours annually.9

The Bureau of the Fiscal Services said

applying bots to a financial statement reporting tool eliminated the
need to process 300-plus reports in
Excel.9

Think Like an Auditor to
Help Avoid Turbulence!
While relatively simple and inexpensive, bots cannot be wound up
and turned loose without any risk
to an organization. Ungoverned,
poorly designed, badly configured, or
unmonitored bots can cause process

and input errors, erroneous calculations, unauthorized transactions,
data loss, non-compliance with laws
and regulations, business disruption,
security breaches, reputational harm,
loss of public confidence, and negative impact on mission execution.
Only, they’ll happen at hyper speed
and keep happening over and over
until fixed.
Auditors see the good, the bad
and the ugly of bot deployment.
They understand the potential
impact of “out of control bots” on
the financial statement audit and on
the finance mission, and they can
recognize common pitfalls. Figure 1
highlights RPA risks, impacts, and
steps to address turbulence from
an auditor’s perspective. Clearly, it
pays to get an auditor’s input and
understand the rationale of any
auditor recommendations.
When utilizing RPA, the following
considerations are critical and also
apply to other forms of IA.

risk and
1 Address
governance up front.
Integral to control, both risk and
governance considerations inform,
enable, guide and oversee every
part of RPA implementation.10 An
auditor begins with a risk assessment,
obtaining management’s overall RPA
plan, implementation protocols, and
all related project management and
oversight responsibilities.
Auditors w ill dig deep to
understand:
If clear roles, responsibilities and
accountability are present and
whether the finance organization
performs IA oversight and “bot
supervision.” If not, they examine
whether the internal audit or IT
organization that supports finance
fills the void.
The strength of management
oversight, including the ability
to identify, evaluate and mitigate
identified risks.
The design of automation policies
and procedures and the extent of
standardization and repeatability.
The involvement of business, IT
and other stakeholders throughout
the automation lifecycle.
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Figure 1. RPA Risks, Impacts, and Steps to Consider

Risk: Badly
Configured
Bot
Risk: Poorly
Designed Bot

Risk: Lack
of Adequate
Governance

Potential Impacts
• Process and input errors
• Erroneous calculations
• Unauthorized transactions
• Data loss
• Non-compliance with
laws and regulations

1. Address risk and governance upfront
2. Prioritize sound program development
3. Adopt a change management process

How well risk assessment activities
are designed to identify processlevel risks introduced or altered
by RPA.
Key performance or risk indicators
used to monitor and assess the RPA
program’s ongoing operation.

2

Prioritize sound program
development.

Some bots can be designed, integrated, deployed and tested in several
weeks. They can provide a lightningfast path to automation, especially
when compared to the years-long,
multimillion-dollar development of
traditional IT applications. As highlighted earlier, DLA took an average of
200 hours over eight weeks to develop
operational bots that together will
save hundreds of thousands of work
hours annually. RPA does not change
the basic system but rather automates
certain steps.
Such rapid development demands
a discerning eye to study the process
meticulously and identify risks from
program design, configuration or
system capabilities. Auditors do
this at the outset of an audit. Risks
include inappropriate access to the
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Risk: Bot
Not Monitored
Adequately

• Business disruption
• Security breaches
• Reputational harm
• Loss of public confidence
• Negative impact on mission
execution

Risk:
Documentation
Not Available

Risk: Full IA
Lifecycle Not
Considered

4. Control access to programs and data
5. Supervise and review bots
6. Re-performance by auditors and end-of-life for a bot

development platform or the RPA
itself, incomplete information migration when data is moved and stored
in a separate data warehouse, and
lack of segregation of duties between
developers and production teams.
Auditors also gain understanding
of the approval, testing and postimplementation review process used
to confirm bots operate as intended.
For example, an auditor finds out
if the organization relies on peer
review — a common practice in which
another developer tests the bot after
it’s in production.
To address program development,
auditors will likely ask:
Is the platform subject to standard
IT processes and policies, or were
separate and unique processes and
policies developed to support the
automation program?
Does management have a formal
software development lifecycle
process for the creation of new
bots?
How does the entity verify secure
development and testing, and does
testing validate that controls were
designed effectively and operate as
intended?

If developers are allowed to build
and migrate bots directly into the
production environment, who has
access?
Who is responsible for evaluating
and approving bots before they go
live?
Does the system have an official
authorization to operate each bot?11
If implementation issues occur,
what is management’s process
to resolve or adequately mitigate
adverse effects on operations?

a change
3 Adopt
management process.
Change management risks may
arise when entities do not develop and
follow a consistent IT change management workflow and approval process.
Recognizing potential for some modifications, organizations may find it
advantageous to follow existing IT
change management processes in
developing and implementing bots.
It’s important to document who has
access and authority to make changes
to the bot and migrate those changes
into production. This applies whether
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access to
4 Control
programs and data.

Figure 2. The Evolution of Audit Evidence

End-to-End
Computer-Based,
With Limited or No
Human Intervention
End-to-End
Computer-Based,
But With Human
Intervention
Hybrid:
Computer-Based
& Paper-Based

Paper-Based

changes are regularly scheduled or
made ad hoc and whether changes,
such as debugging, are made outside
the process.
Changes to other aspects of the core
application may affect bot transaction
flow. The impact on bots through the
change control process must then
be considered. For example, under
agile software development, more
prevalent today and often associated
with bots, requirements and solutions evolve through collaboration
between cross-functional teams and
customers or end users. Agile uses
adaptive planning, evolutionary
development, early delivery and
continual improvement with rapid
and flexible response to change. The
same would apply when software is
developed in iterative or repeated
cycles. It evolves because developers
leverage what is learned at each iteration to modify design and add new
functional requirements as needed.
As organizations expand their use
of IA, the source and storage of audit
evidence will change. Consequently,
IA will alter audit procedures and
possibly introduce new controls to be
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audited in order to validate the electronic data it generates — a dynamic
already witnessed in e-invoicing
and the electronic submission and
storage of PDFs. Auditors must test
the underlying system controls
where electronic data is processed
and stored, instead of relying on the
hard copy documentation an auditor
received in the past. Figure 2 highlights the evolution of audit evidence.
To address change management,
auditors will likely ask:
Are application, server-level,
and bot script changes properly
approved and tested before they
are moved into production?
Is access to the control room or
orchestrator function12 restricted,
since it is where people monitor
bots and initiate change actions?
Are changes in the application
production environment appropriately restricted and segregated
from the development process?
After the bot is live, are post-implementation reviews performed to
verify it operates as intended?

Inappropriate access to bot
configuration and output creates
risks in accountability and segregation of duties, plus potential
for unauthorized transactions. In
addition to traditional access risks,
including control over bot passwords,
it is critical to understand business
users’ knowledge of bot operations,
including the way data is entered,
stored, manipulated, extracted and
exchanged. For example, if a bot posts
journal entries using data from an
Excel spreadsheet stored in a webbased collaborative platform that
serves as a document management
and storage system, do business
users know the data’s origin? If not,
users may be able to modify the Excel
spreadsheet to post fraudulent or
inaccurate journal entries. Auditors
would learn the nature and source of
data and determine which personnel
have access to change or edit the
information.
To explore control access, auditors
will likely ask:
Is access granted to privileged-level
shared, generic, service or vendor
accounts that are appropriately
secured, including periodic password changes?
Does management approve
the nature and extent of new
and modified user-access to the
automation platform, including
standard application profiles and
roles as well as critical financial
reporting transactions?
Is the access of any terminated or
transferred user removed or modified in a timely manner, according
to documented agency policy?
Is user access continually reviewed
for the timely detection of misuse
and immediate corrective action?

and
5 Supervise
review bots.
Computer operations can be
affected when bots don’t function
as intended. For example, without
appropriate controls, a bot may fail
to process transactions properly and
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resultant errors may not be discovered in a timely fashion. Therefore,
understanding how bot activity is
logged, tracked and reviewed is
important in determining whether
the bot is functioning properly and in
identifying audit-relevant risks. For
example, it is vital to know whether
the organization tracks bot logins
and changes to codes and passwords.
Risks can be mitigated with tracking,
when logs are retained and reviewed.
In general, an organization should
define a minimum threshold of
performance accuracy for any bot
that processes financial transactions or activities. Management
should routinely test for accuracy,
such as bot precision in scanning
invoices and recording data into
the accounting system (shown in
Figure 3), to rate performance and
determine whether intervention is
necessary to “retrain” the bot or add
scripts to improve results. Moreover,
since bots generally extract data
from various systems, their effective
operation depends on each system.
For this reason, understanding
system interdependencies along
with the organization’s business
continuity plan — can employees
perform tasks manually to address
system scheduling and performance,

for example — helps organizations
identify risk.
It is critical that underlying data
is of high quality. The “garbage in,
garbage out” equation will always
apply, so data integrity is a prerequisite no matter if organizations
deploy IA or use legacy systems. In
addition, the algorithms underlying
cognitive systems should be supportable, explainable, understandable and
bias-free.13
To analyze bot supervision and
review, auditors will likely ask:
Are all system application jobs,
including inter faces, batch
processes, automation processing
and data loads, monitored for
exceptions? How are exceptions
resolved? This oversight includes
bot failures from a change in
another system with which it
interfaces.
How is overall performance accuracy monitored, and what is the
minimum level of performance
accuracy expected?
How does the organization
respond to performance shortfalls?
For example, does the organization determine whether the bot
executed a task as configured?

Figure 3. Performance Accuracy

99.5%
Minimum Accuracy Score

98.5%
98.0%
97.5%
97.0%

Month 1

Month 2

Month 3

Month 4

Month 5

Month 6

Management determined that the drop in accuracy in Month 5 was caused by a combination
of: 1) errors in the information extracted from a major business system the bot relied upon;
and 2) problems with one of the bot’s test scripts. Management expeditiously addressed
both issues and reverted to some manual intervention and daily performance reports until
the problems were ironed out. The following month shows an acceptable performance level.
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When jobs are not completed
or successfully communicated
to stakeholders, are they documented, followed up and resolved?
Is logging enabled within the
system? Are logs monitored or
audited on a regular basis to detect
unauthorized or inappropriate
activity?
Is critical information, including
bot logic, backed up regularly and
stored securely? Is backup restoration periodically tested?
Are business continuity plans in
place, documented, and widely
understood?
Is the underlying data used by
bots known to be of continuous
high quality? For instance, does
management regularly assess data
quality?

by auditors
6 Re-performance
and end-of-life for a bot.
In addition to the questions above,
auditors will have other considerations. For example, auditors will
likely ask:
Are data management and
documentation warehousing
considerations for bots available
for re-performance by the auditor?
This would include both documentation of design and development as well as documentation
of ongoing testing and oversight
information.

100.0%

99.0%

If not, where in the process did it
fail, and how was the exception
addressed and corrected?

What is the expected lifecycle of
bot development and deployment,
including end-of-life considerations
for the bot? For example, what
controls are in place when a bot
reaches the end of its usefulness
or is replaced or upgraded?

Prepare to Benefit From
Exciting Changes That Await
Faced with increasing workloads,
new mission demands, rising
expectations, aged business systems
and personnel shortages, finance
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organizations increasingly turn to
automation. This is the future of
government that works better and
costs less. Much like the way the
first computers revolutionized what
we do and how we do it, IA will
deliver exciting change, through
RPA or through its more sophisticated, complex cousin, cognitive
automation.
No matter how advanced or promising, IA is still only as good as its
human designers, implementers,
users and overseers. Take time to
fully understand the specific opportunities and risks new technologies
pose to your organization’s dayto-day programs and operations.
Peel back the layers of complexity.
Well-designed and implemented
governance policies, standards and
controls empower organizations to
deploy IA appropriately.
Throughout human histor y,
world-changing inventions and
technologies, such as automobiles,
aviation and computers, emerged
because people built upon the past
to transform the future. IA holds the
potential to be just as revolutionary.14
It is everyone’s job to help guide the
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forces of IA with care as finance
moves to an entirely “new normal.”
If you have not already begun the
IA journey, it is time to get started!
And by all means, meet with your
auditors before and throughout
the journey. They can be vital
resources and partners in helping
you avoid turbulence as you adopt
this absolutely world-changing
technology.15
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